Software Risk Management

Turning Unknowns into Informed Decisions

The Constant of Software Development: Every project faces
uncertainty.

e Will the core requirements change mid-project?

e Will a key developer leave the team?

e Will the new technology stack scale as expected?

The High Stakes: Unmanaged risks are the #1 cause of
project failure.

The Reality Check: The goal is not to eliminate risk—that is
impossible. The goal is to make informed decisions to
manage it proactively.



Learning Objectives
What We Will Master Today

By the end of this lecture, you will be able to:

. Strategize: Distinguish between reactive (firefighting) and proactive risk
ﬁ Y strategies.

Categorize: |dentify and classify the different categories of software risks.

ﬂ Project & Prioritize: Perform risk projection using risk tables and impact
~  assessments to find the highest threats.

“ﬁ' i# Deconstruct: Apply risk refinement to break down high-level, vague risks
h into actionable components.

@ {}  Execute: Develop a comprehensive Risk Mitigation, Monitoring, and
@ w=» Management (RMMM) plan.



Reactive vs. Proactive Risk Strategies

Prevention Over Fire-Fighting

# Reactive Strategy

Approach: "Fire-fighting"
Timing: Risks addressed after they
occur

Management Type: Crisis
Management

Outcome: More costly, more chaos
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Real-World Example: Fixing a
security breach after it happens
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Proactive Strategy

Approach: 'Prevention'

Timing: Risks identified and
managed before they occur

Management Type: Risk Planning
Outcome: Lower cost, more control

Real-World Example: Conducting
security reviews before deployment




Proactive Risk Management Steps

Five Stages of Prevention

A systematic process for proactive risk management involves these critical steps:

Prioritize

Rank risks from most
critical to least critical
based on your analysis

to focus resources where
they matter most.

Identify

Analyze

Evaluate each risk’s
numerical probability
of occurring and its
potential impact on
the project.

Brainstorm and
document all
potential risks that
could affect the

Develop Monitor
Mitigation Plans  continuously

For high-priority risks, Track all identified

create proactive plans risks and remain
to reduce their vigilant for new ones
probability or throughout the entire
minimize their impact project lifecycle.
if they do occur.
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What is a Software Risk?

Potential Problems, Real Consequences

Definition:
A potential problem that may or may not occur, but could cause harm or
negative consequences if it does.

The Core Dichotomy:
Risk always involves Risk always involves
/ Uncertainty (will it e ("9 Loss (what is the

“)» happen?) negative impact?)
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Three Categories of Software Risks

Where the Threat Comes From
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Project Risks

Threaten the success of the
project plan itself.

e Schedule slip
e Budget overrun

e Staff turnover

e Critical tool failure.
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Technical Risks

Threaten the quality and
performance of the final
software product.

e Core technology fails

e Major integration problems

e Massive performance
bottlenecks.

Business Risks

Threaten the organizational
viability or strategic value of the
software.

e Building the wrong product

e Losing the market window

e Major budget cuts

e Competitor poaching key
team members.



Levels of Risk Predictability

From Careful Evaluation to the Inevitable Unknowns

Known risks

These risks can be uncovered
by careful evaluation of the
specific project, its stakeholders,
and the environment (e.g.,
recognizing an inexperienced
team, vague requirements, or a
tight budget).
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Predictable risks

These can be extrapolated
directly from past experience
(e.g., expecting standard staff
turnover during a 2-year
project, or minor hardware
delays).
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Unpredictable risks

These are impossible to foresee
or plan for (e.g., natural
disasters, global pandemics, a
competitor launching a killer
product overnight).



Risk Components & Drivers

Risk Components

(Risk = Probability x Impact)
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Performance risk: Will the product
meet requirements?

Cost risk: Will the budget be
exceeded?

Schedule risk: Will deadlines be
missed?

Support risk: Will the software be
maintainable?
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Risk Drivers
(Sources of Risk)

Technology risk drivers: New
hardware, new software, new algorithms.

People risk drivers: Inexperience,
turnover, poor communication.

Process risk drivers: Unclear process,
missing reviews, inadequate testing.

Product risk drivers: Complex
requirements, large size, safety-critical.



Risk Identification Techniques
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Checklists

Use historical risk lists
from similar projects.

Brainstorming

Team generates
potential risks.
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Interviews

Talk to stakeholders
and experts.
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Assumption Analysis

Identify risky
assumptions (e.g., "We
assume the API will be

available").



Risk Projection
(Risk Analysis)

Moving from Identification to Estimation
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The Core Definition: The Goal:

Risk projection is the systematic You cannot give equal attention to 50

process of estimating the probability different risks. Projection allows you to

of a risk occurring and the severity mathematically rank your risks so you

of its impact if it does. can focus your team’s limited time and
resources on the threats that actually
matter.




The Tool for

Prioritization
Developing a Risk Table

Visualizing the Threat Landscape
A Risk Table allows project managers

to evaluate and compare vastly
different risks side-by-side.
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Risk Probability | Impact | Risk Value
(P) () (PxI)
Scope creep 0.85 4 3.4
requf:ggwrents 020 2 el
Staff turnover 0.70 3 2l
Technology failure 0.30 5 1)
/\

Prioritization Rule: Sort risks by their
calculated Risk Value (P x I). The highest
value equals the highest priority.




Scales of Measurement

Creating a Common Language

To make the Risk Table work, the entire team must use standardized scales.

Probability Scale: Impact Scale (1-5):
0 Catastrophic
® ® ® ® ® e Critical
0.00- 025 0.26-0:50: 0:5] =075 076 1.00:
Very Low Low Moderate High e Moderate



Qualitative Impact Categories

Standardizing the A Impact ,
Severity P © schedule % Quality
If exact financial losses Very Low < 1% slip < 1% increase MIFOT.
are unknown, use a degradation
standardized S . L Some
qualitative matrix: Low 1-5% slip 1-5% increase degradation
S (T Noticeable
Moderate 6-10% slip 6-10% increase degradation
: San0i Al S Major
High 11-20% slip 11-20% increase degradation
Very High >20% slip >20% increase Cannot meet
requirements




Risk Refinement

Decomposing High-Level Risks

The process of decomposing a broad, high-level risk into specific, detailed
components for accurate analysis and targeted mitigation.

The Refinement Process Example Refinement

) Refined Risk 1: Development
Scte?gr\glltr?si Prioritize the team lacks experience...
g JFS’ refined risks. @ - )
statement. () Refined Risk 2: The
1 S 2 > 3 > 4 High-Level Risk: technology's APl is unstable.
2 : G SR New technology
conditions that ~ = mitigation documentation is incomplete.
would cause it to strategies for = =
materialize. each. Refined Risk 4:
o Third-party support is poor.




The RMMM Framework

Handling Risks Proactively

RMMM stands for Risk Mitigation, Monitoring, and Management.

-
@ Mitigation

Purpose: Reduce the
probability or impact

Example:
Training, prototyping,
code reviews.

before the risk occurs.
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€3) Monitoring

Purpose: Track specific
indicators to detect
early warning signs.

Example:
Weekly status checks,
tracking bug metrics.
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?ﬁ Management

Purpose: Have a strict
contingency plan ready if
the risk actually occurs.

Example:

Bringing in backup staff,
falling back to an older
technology.




Risk Mitigation Strategies

Four Ways to Handle a Threat

Avoidance

Eliminate the root cause of the risk
entirely.

 Using a proven legacy database

instead of an experimental new one.

Transfer

Shift the financial or operational risk
to a third party.

e Buying insurance, outsourcing a
complex module, using fixed-price
contracts.

Reduction

Actively reduce the probability or
impact of the risk.

» Cross-training the team so no single
person is a bottleneck.

Acceptance

Acknowledge the risk, do nothing to
stop it, but prepare a safety net.

 Setting aside a budget reserve or a
3-week schedule buffer.



Risk Monitoring in Action
Tracking the Early Warning Signs

Monitoring requires identifying specific, trackable metrics.

Example Checklist for “Staff Turnover” Risk:
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Surveys &
1-on-1s
Actively monitor job

satisfaction and team
morale.

Overtime
Metrics
Track team member

workload to identify
severe stress levels.

&

Behavioral
Indicators

Watch for signs of
burnout, missed
meetings, or sudden
disengagement.
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Knowledge

Silos

Track “key person
dependencies” (how
much critical knowledge
is concentrated in just
one or two people).



The RMMM Plan

The Final Deliverable

A formal document recording all identified risks and their
planned mitigation, monitoring, and management activities.

RMMM Plan Template
A e o S Management/
Risk e Mitigation Monitoring -
ID Description | Prob  Impact (Before) (During) Cor(n;n;\tif)ncy
| Cross- Monthly Backup
R1 tslf?rﬁ)ver 0.60 Hi;lh training, satisfaction | developer on
81 documentation survey retainer
Fallback to
R2 Tech 0.30 Prototype Weekly tech proven
failure T WAyl early review legacy tech.
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In-Class Exercise

R
' (5Minutes): Q |
" Forthe risk: “Key |

developer leaves the
project during a critical
phase.”

#" Define one Mitigation
action (before).

#" Define one Monitoring
indicator (during).

# Define one
Contingency plan (after). |




Conclusion & Key Takeaways

Proactive over Reactive

7 The Paradigm Shift The Goal

( The Core Lesson: Proactive risk
management is fundamentally more
effective and less costly than

Lreactlve fire-fighting". | 9

Identify and address potential risks
before they manifest into project-
killing problems.




The Threat Landscape

Categorization and Identification

The Three Categories of Software Risks:

m Project Risks % Technical Risks @‘ Business Risks

@ Threaten the plan @ Threaten the product @ Threaten the organization
(schedule, budget, (quality, performance, (market viability, strategic
resources). architecture). alignment).

Identification Toolkit:
Q We uncover these threats using historical checklists, team brainstorming, stakeholder
interviews, and rigorous assumption analysis.




Projection & Refinement

Prioritizing the Real Threats

Risk Projection (Analysis)

The Risk Table Risk Exposure (RE) Risk Refinement
Prioritize threats by Translate risk into financial Decompose high-level, vague
calculating their Risk Value terms (Probability x risks into specific, manageable,

(Probability x Impact). Monetary Loss). and actionable components.




The RMMM Plan

Your Blueprint for Survival

The RMMM Plan is the formal document detailing three critical activities for
every major risk. (Documenting the Defense)

Mitigation | Monitoring Management
| (Contingency)
» Actions taken BEFORE * Indicators tracked DURING - The emergency response
to reduce probability or the project to detect early executed AFTER the risk

impact. warning signs. occurs.



Final Thought

Managing the Impossible

“Risk management is not about eliminating all
risks—that’s impossible. It’s about knowing which
risks matter most, having a plan for them, and sleeping
better at night because you’ve thought ahead.”




