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The Scenario

A team of developers

qi simultaneously modifying code,

documents, and tests.

Introduction to Software

Configuration
Management (SCM)

Managing Chaos in Collaborative Development 1

The Critical Questions

@ Which version is the definitive
“latest"?

@ How do we recover a feature that
worked last week?

® How do we prevent developers from
overwriting each other's work?
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The Solution (SCM) T

The formal discipline of
identifying, controlling, and

-0
tracking changes to B
software artifacts 2
throughout the entire

development lifecycle.



%Oﬂ ‘

Mastering the SCM Process

By the end of this lecture, you will be able to:

Define SCM and its core elements: baselines, configuration items (Cls), and the
SCM repository.

\ e Describe the comprehensive SCM process: identification, version control,
change control, auditing, and status reporting.

o Apply SCM concepts specifically to WebApps and navigate their unique
development challenges.

Explain distinct content management and version control strategies used by
modern teams.
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The SCM Scenario - —

Why Do We Need Configuration Management?

L

The Problem: Development without SCM
The Solution: Software

Béj » Lost Work: Changes are frequently overwritten 5
by teammates. &onﬁguratlon v
\ ‘S No Time Travel: Inability to reproduce i anagemel'lt ( . )
. & previous, working versions of the software. ) Software Configuration
3 : /~ Management (SCM) provides
@ \' Deploymept Conqump. Uncertainty about 't total visibility and control over
o exactly which version is currently live. the evolving software
.. » Zero Accountability: Difficulty trackingwho | configuration.
; made a specific change and why they made it.

Slide 1: The Chaos of Unmanaged Change P o



o Elements of a Configuration

Management System
The Three Pillars of Control

An effective SCM system is built on three core components: .
S Q
@ PER?)RCE
1. SCM Repository 2. SCM Process 3. SCM Tools
The central database that | The human element—the | The software (like Git, SVN,
securely stores all established procedures, rules, or Perforce) that automates
configuration objects,  ©| and policies for managing how © version control, tracks
versions, and their changes are proposed, changes, and handles

associated metadata. ¢  reviewed, and integrated. Lo auditing.



Understanding Baselines

Milestones in the Development Lifecycle

Qﬂﬁ Definition »=| Key Characteristics
A baseline is a formally approved version of o Fixed at a specific point in time.
a configuration item (or set of items) that » Can only be altered through formal
serves as the foundation for further change control procedures.
development. o Enables strict reproducibility and
traceability.
Examples of Baselines
=2 Requirements , f=s Design ;, Code _ 5 Product
= Baseline Baseline | © Baseline ’ Q 7 Baseline
Established after the Established after Established at final
requirements review. the design review. Established after release.

testing is complete.
Slide 3: Establishing the Foundation



Baselined SCIs

and the
. ject f

pro]ect /‘ \—)\ Pro|ec database
database Softw Approved

oftware Techmco|

== _engineering == reviews
tasks
@

Stored
Extrocted
confro]s

BASELINES:

System Specification
Software Requirements
Design Specificotion
Source Code

Test Plans/Procedures/Data
Operotiono| System




In the context of software engineering, a baseline is a milestone in the development
of software. A baseline is marked by the delivery of one or more software configuration
items that have been approved as a consequence of a technical review (Chapter 15).
For example, the elements of a design model have been documented and reviewed.
Errors are found and corrected. Once all parts of the model have been reviewed,
corrected, and then approved, the design model becomes a baseline. Further changes
to the program architecture (documented in the design model) can be made only after
each has been evaluated and approved. Although baselines can be defined at any level
of detail, the most common software baselines are shown in Figure 22.1.
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[=), Definition

' Any artifact produced during the software engineering process that is placed under formal

Software Configuration
Items (SCISs)

Tracking the Artifacts of Engineering

configuration control.
Examples of SCIs
\ o = :\ an W ‘ W a — ~N
\ == - .
e = B3 Bl
Source code ¢ Requirements T Designmodels |7 Testcasesand ' Build scripts &
files documents & (e.g., UML test data Deployment
)| Usermanuals ||  diagrams) || | | configuration files |
< ® The Golden Rule

Slide 4: What Are We Managing?

Anything that changes throughout the lifecycle should be an SCI.




Configuration
objects

A DesignSpecification

data design
architectural design

-
DataModel

Lol

module design
interface design

Y
TestSpecification

test plan
test procedure
test cases

=

@ ™
ComponentN
7 P

interface description
algorithm description
PDL

.

-
SourceCode




In reality, SCIs are organized to form configuration objects that may be cata-
loged in the project database with a single name. A configuration object has a
name, attributes, and is “connected” to other objects by relationships. Referring to
Figure 22.2, the configuration objects, DesignSpecification, DataModel,
ComponentN, SourceCode, and TestSpecification are each defined sepa-
rately. However, each of the objects is related to the others as shown by the
arrows. A curved arrow indicates a compositional relation. That is, DataModel
and ComponentN are part of the object DesignSpecification. A double-headed
straight arrow indicates an interrelationship. If a change were made to the
SourceCode object, the interrelationships enable you to determine what other
objects (and SCIs) might be affected.?
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THE SCM
REPOSITORY

The Single Source of Truth

([

Centralized Storage: The repository acts as the
definitive, single source of truth for all Software
Configuration Items (SCIs).

Version History: It securely stores every single
historical version of every SCI, ensuring nothing
is ever permanently lost.

Rich Metadata: It tracks the context of
changes—specifically who made the change,
when it was made, and why.

Access Control: It rigorously manages
permissions, dictating exactly who can read, write,
or modify specific configuration items.



Repository Content & Metadata
What Are We Actually Storing?

Content Types Stored Crucial Metadata Tracked
: e File name, file path, and
— 1= /> f exact file size.
e Creation dates and last
Text Source Binary Files: | | Configuration modified timestamps.
Documents: Code: Compiled Files: e Original author and the last
Requirements, | | The actual executables, || Environment modifier.
design specs, || programming || images, and and e Current version number.
user manuals. files. audio assets. || deployment o Detailed change logs and
P L ) L s SE 65 Y commit comments.



Content of the
repository

Business rules

Business functions
Organization structure
Information architecture

Business
contfent

Project
management
content

Project estimates
Project schedule
SCM requirements

Change requests

Change reports
SQA requirements
Project reports/audit reports
Project metrics

Use cases
Analysis model
Scenario-based diagrams

Flow-oriented diagrams

Class-based diagrams

Behavioral diagrams
Design model

Architectural diagrams

Interface diagrams

Componentlevel diagrams
Technical metrics

content

Source code
Obiject code
System build instructions

Construction
confent

Test cases
Test scripts
Test results
Quality metrics

Project plan

SCM/SQA plan

System spec
Requirements spec
Design document

Test plan and procedure
Support documents
User manual




The features and content of the repository are best understood by looking at it from two
perspectives: what is to be stored in the repository and what specific services are pro-
vided by the repository. A detailed breakdown of types of representations, documents,
and other work products that are stored in the repository is presented in Figure 22.3.




E Core SCM Features
Managing the Lifecycle

N )
Version Control Change Control Workflow
The foundational ability to @ 2 A built-in, formal approval
seamlessly track, manage, and &"@’ process ensuring that proposed
retrieve multiple versions of @_)@ changes are revit_-':wed before they
the same file. are permanently integrated.
o N o
il Reporting E
Audit Trail 4‘% A
An immutable, complete history loflall L The abllr:tyntq gentertate -
of all changes, providing total Q,lgzﬁ IAINDEISIIG > e TonaTy
accountability for the project. e deta;!llng tthe c.‘t’"e"t state of all
JAN configuration items. e

—

/
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Advanced SCM Features

Enabling Parallel Development

Labeling/Tagging

The ability to permanently mark
a specific snapshot of versions
across all files (e.g., tagging a
state as "Release 2.0").

Branching

Allows developers to split off
from the main codebase to work
on new features or experiments
in isolation.

Merging

The automated (or manual)
process of safely integrating
those branched changes back
into the main codebase.

Difference Calculation (Diffs)
Visually highlighting the exact
line-by-line changes made
between any two versions of a

file. )2

.‘,




Step 1 -
Identification

Identification of
Configuration Objects

Naming and Mapping Our
Artifacts

The Goal:

To systematically identify all Software Configuration Items
(SCls) and assign them unique, trackable identifiers.

The Process:

I}

Determine Scope:

Decide exactly which artifacts
require configuration control.

@@

Define Relationships:

Map how items connect to each
other (e.g., explicitly linking a
specific code file to the design
class it implements).

O

Assign Identifiers:

Give each SCI a strict, unique ID
(e.g., ProjectAlpha_ReqDoc_v1.2).

s
 —
v =
o —

Naming Conventions:
Establish clear, consistent
naming rules across the entire
team to prevent confusion.



Layers of the
SCM process

Reporting
Configuration auditing
Version control

Change control

|dentification

Software

Vm.n




e How does a software team identify the discrete elements of a software
configuration?

e How does an organization manage the many existing versions of a program
(and its documentation) in a manner that will enable change to be accommo-
dated efficiently?

e How does an organization control changes before and after software is
released to a customer?

e Who has responsibility for approving and ranking requested changes?
e HOw can we ensure that changes have been made properly?
e What mechanism is used to apprise others of changes that are made?

These questions lead to the definition of five SCM tasks—identification, version con-
trol, change control, configuration auditing, and reporting—illustrated in Figure 22.4.




Step 2 - Version Control Concepts
Version Control Core Concepts

Managing the Evolution of Artifacts
The active management of multiple versions of SCls as they evolve over time.

N

<
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Check-in
Submitting changes to the repository,
accompanied by an explanatory comment.

Check-out

Extracting (and potentially locking) an
SClI for editing.

Version/Revision

A specific state of an SCI at a point in
time / A new version created by changes.

Y 63

Branch

A separate, isolated line of development
(e.g., separating a bug fix from a new
feature).

Merge
The act of combining changes from
different branches back together.

Tag/Label

A named, permanent reference to a
specific version (e.g., "Release_1.0").



Step 2 - Version Control Strategies
Pessimistic vs. Optimistic Workflows

How do teams actually handle simultaneous editing?

M) Lock-Modify-Unlock Copy-Modify-Merge
n (The Pessimistic Approach) (The Optimistic Approach)
e How it works: Only one person can edit a file e How it works: Multiple people can edit the
at a time. The file is locked upon check-out. same file simultaneously.
e Result: Prevents conflicts entirely, but creates e Result: Conflicts are resolved at the end during
bottlenecks if someone forgets to unlock a file. the “merge” phase. This is the standard for

modern systems (like Git and Subversion).

Q O =
Cn O Cr=
= Q=

» CA=
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Step 3 - Change Control

The Change Control Process

Guarding the Baseline

The Goal: Ensure that every proposed change to a baseline is reviewed, approved, and
tracked before implementation.

éc%% The Role of the CCB: The Change Control Board (CCB) is a group of stakeholders that
approves or rejects changes based on cost, schedule, and technical impact.

The Formal Workflow: e
. l llx REJECT) ﬁ
G f)} CHECK-! OUT%T‘| CHECKIN W
REQUEST : QRN E W : C@. [ (CLosED)
Submit Evaluate Review Implement Verify & Close
A Change Request Impact analysis is The CCB approves, (If approved) Developer Testing confirms the
(problem or enhancement) performed. rejects, or defers the checks out SCI, makes change works; the

is documented. request. change, checks in. request is closed.



@ Need for change is recognized

The change

control process Change request from user

Developer evaluates
Change report is generated
Change control authority decides
Request is queued for action, ECO generated Change request is denied
Assign individuals to configuration objects User is informed
“Check out” configuration objects (items)
Make the change
Review (audit) the change
“Check in" the configuration items that have been changed
Establish a baseline for testing
Perform quality assurance and testing activities
“Promote” changes for inclusion in next release (revision)
Rebuild appropriate version of software
Review (audit) the change to all configuration items
Include changes in new version

Distribute the new version



Step 4 & 5 - Audit and Reporting

Verification and Visibility

Step 4: Configuration Audit
N

e Whatitis: A formal review before a
release to verify the configuration is
complete and consistent.

e Key Questions:
Are all approved changes actually implemented?
Are there any unauthorized/rogue changes?
Is the baseline 100% up-to-date?

@é Step 5: Status Reporting

e Whatitis: Continuous reporting on the
current state of all items and requests.

e Answers questions like:
What versions are live right now?
What changes are stuck pending approval?

e Audience: Keeps Management, Developers,
and QA perfectly aligned.

& ==

Management Developers QA



SCM in the Web Environment

Managing Continuous Evolution

Dominant Issues to Manage:

Rapid Change: WebApps evolve
@ constantly; multiple versions (like A/B IS=P\

tests) may be live simultaneously.

Content Volume: Massive amounts of (34 0
L~ text, images, and video must be strictly 3
=) versioned alongside the code. 0O bo

Q. ¢ 2 Complex Configurations: Managing
0o multiple environments (development,
C © O staging, production) and server settings.

™ The Web Challenge: WebApps present highly unique SCM challenges due to their
\<;<§} content-centric nature and the demand for continuous, rapid updates.

Complex Configurations: Managing
multiple environments (development,
staging, production) and server settings.

Third-Party Content: External APIs and
data sources that change independently of
your team.

Personalization: Tracking how different
content is dynamically served to different
users.



WebApp Configuration Objects

What Are We Actually Tracking?

In 2 WebApp environment, our Software Configuration Items (SCIs) expand significantly beyond

traditional source code:;

- CSS, and client-side JavaScript.

"D Functional Components: The engine,
@ ] including server-side scripts, external

APIs, and database schemas.

Navigation Structures: The architecture,
such as site menus, internal link

networks, and XML site maps.

Content Objects: The visible layer,
including HTML pages, images, audio,

L

Configuration Files: The infrastructure,
including server settings, routing rules,
and secure environment variables.

User Interface Components: The design
framework, including global templates,

o GSS themes, and reusable Ul widgets.



The Solution: A Content Management System (CMS) is a

The ROle Of COntent specialized platform designed specifically to manage

dynamic web content independently of the core
licati de.

Management Systems | picationcode

Governing the Digital Experience Critical CMS Features:

— Granular Version Control: Tracking history
=(Y) specifically for content objects and media.

%j Strict Workflows: Enforcing approval pipelines
o (e.g., Draft = Review = Publish).

Decoupled Architecture: Completely separating
the raw content from the visual presentation
templates.

[N

b ]

f‘% Time-Based Rules: Handling scheduled publishing
*(5) and automated expiration of outdated content.

.e.| Access Control: Restricting permissions based on
roles (authors vs. editors vs. publishers).




Content
management
system

Configuration objects

e g
Database Content
management
system

Templates

HTML code

+ scripfs

Server-side

Client-side browser



The most common use of a content management system occurs when a dynamic
WebApp is built. Dynamic WebApps create Web pages “on-the-fly.” That is, the user
typically queries the WebApp requesting specific information. The WebApp queries
a database, formats the information accordingly, and presents it to the user. For
example, a music company provides a library of CDs for sale. When a user requests a
CD or its e-music equivalent, a database is queried and a variety of information about
the artist, the CD (e.g., its cover image or graphics), the musical content, and sample
audio are all downloaded and configured into a standard content template. The re-
sultant Web page is built on the server side and passed to the client-side browser for
examination by the end user. A generic representation of this is shown in Figure 22.6.



WebApp Change Management

Navigating Live Deployments

WebApp-Specific Challenges The Staged Approach
We protect the live product by pushing all changes
Changes must be perfectly through a strict pipeline of environments:
coordinated across content, code,
‘ and server configurations {</>  Development . _ .
simultaneously. =2\ The sandbox for active coding, rapid
changes, and initial unit testing.

zero-day security vulnerability). for final integration and User

| d
a=-L4) Rollbacks are often incredibly urgent = ""E Staging
<33)/1\\> (€.9., pushing an immediate hotfix for a E] H An exact replica of the live site used
= el O |
| Acceptance Testing (UAT).

: : v
| Live environments must support

: . : 7179  Production
AL B G T L @ The live, public-facing site visible to

() your users.




Managing
changes for
WebApps

Class 1 change

Classify the
requested change

Class 4 change

Class 3

Class 2 change

change

Acquire related objects and Develop brief written Develop brief written
assess impact of change description of change description of change

Changes
required

in related
objects

Transmit fo all team
members for review

Transmit to all stake-
holders for review

Further ::

Further
evaluation evaluation
is required | OK to make is required  |OK to make

Check out object(s)
to be changed

Make changes
design, construct, test

Check in object(s)
that were changed

Publish to WebApp



Once the requested change has been categorized, it can be processed according to
the algorithm shown in Figure 22.7.



Version Control and Auditing

Maintaining Integrity and Accountability

Mainline/Trunk

Maintenance

Branch (Hotfix)
{i,\; Feature
Branch
O

Holistic |
Versioning |}

Holistic Version Control & Strategy

Holistic Version Control: Absolutely everything must be
versioned, including code, rich content, server configurations,
and database schemas.

Strategic Branching: Utilizing a "trunk” for new feature
development and dedicated "maintenance branches" for
urgent bug fixes.

The "Undo” Button: Ensuring the system has rapid, reliable
rollback capabilities to revert to the last stable version
instantly.

Strict Auditing & Compliance Targets

0
0O
0
5%
N
[55]

Identifying exactly who published content changes and when.

Verifyin? that all changes strictly followed the mandated
approval workflow.

Confirming the live production site perfectly matches the latest
approved baseline.

Compliance Reporting: Generating hard audit trails to prove
compliance with external regulations (e.g., financial privacy
laws, accessibility standards).



Conclusion & Key Takeaways
The Discipline of Visibility and Control

The Core Definition:

Software Configuration Management (SCM) is the essential
discipline of identifying, controlling, and tracking changes to
software artifacts throughout their lifecycle.

= - The Key Elements —
Baselines: ’ \ Configuration ‘ SCM Repository:
— = FormaIIyaPproved | =) Items (SCls): | = I The secure, |
| =L, versions of work that | \ l\[:’ Any artifact (code, | {O)) centralized database
6 [3 serve as locked documents, data) | | z - g that stores all SCIs,
[ ®)-l]2  reference points for | placed under || their metadata, and
future development. | formal SCM control. | their complete

version history.



The SCM Process Lifecycle

Five Steps to Stability
Identification g ’ f Version Control
Systematically naming and &=, Tracking multiple versions

using check-ins, branching,

p, Ccataloging every SC. N oo
: Status Reporting
‘D Continuously
- | communicating the
. - configuration state to all
stakeholders.
Configuration Audit o Change Control
Verifying the completeness Enforcing formal review and

) and consistency of the —‘ approval via the Change
QA | - =~ Control Board (CCB) before
software before release. b | =i alteihaselies.



WebApps & The Final Word

Conquering the Chaos

</_>_

<>

The WebApp Challenge:

o Web environments amplify
SCM complexity.

e Teams must manage heavy
content volumes alongside
code.

e Requires navigating rapid
changes, multiple live
environments, and
seamless CMS integration.

‘ ‘ The Final Thought:

Without SCM, software
development is chaos. With
SCM, you have visibility,
control, and the confidence
to make changes without
fear—knowing you can
always go back.



