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Beyond the Basics

Testing Object-Oriented
Software, WebApps, and
the Art of Debugging
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The Opening Hook

New Paradigms, New Challenges

The Journey So Far: Last lecture, we learned how to test conventional
software, moving methodically from isolated units to full integration.

The New Challenge: What happens when we apply those same rules
to Object-Oriented (00) software, where units aren’t isolated functions
but highly interconnected classes? What about WebApps, which
introduce entirely unique architectural and environmental challenges?
The Goal Today: We are going to complete our testing strategy
journey by exploring OO testing, WebApp testing, validation, and
system testing. Finally, we will cover the inevitable consequence of a
successful test: the critical art of debugging.
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Lecture Objectives
What We Will Cover Today

By the end of this lecture, you will be able to:

e Adapt the Strategy: Explain exactly how unit and integration testing
differ when applied in an Object-Oriented context.

e Tackle the Web: Describe the key test strategies designed specifically
for WebApps.

e Validate the Product: Distinguish between formal validation testing,
Alpha testing, and Beta testing.

e Break the System: Identify and explain various System Testing types,

including recovery, security, stress, performance, and deployment testing.

e Fix the Bugs: Describe the formal debugging process, core strategies for
isolating issues, and the psychological considerations of fixing broken
code.
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Part 1: Testing Object-Oriented

Software

Redefining the Unit Context: Part 1- How
encapsulation,

; : inheritance, and
Adapting Strategies for Classes el i el

and Collaborations traditional testing
models.
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The Object-Oriented Challenge
Why Traditional Testing Fails

Testing a procedural program is straightforward: inputs go
into a function, outputs come out. Object-Oriented (00) Context: Slide 2 - Explores
software introduces complex new realities:

: T the specific difficulties
e Encapsulation: Internal data is hidden and cannot be faced when applying
directly inspected by test scripts. traditional testin
e Inheritance & Polymorphism: A method might behave thods to Obi gt
completely differently depending on which subclass is o e
currently executing it. | | Oriented software due to
e Dynamic Binding: The exact code being executed isn’t its core principles.
determined until runtime.
/
The Paradigm Shift: Testing must fundamentally shift from ——— // 2 -
verifying individual, isolated functions to testing whole =
classes and their dynamic interactions. #__/ hung—— //
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Unit Testing in the OO Context

What Exactly is a "Unit"?

The Definition: In OO software, the smallest testable unit is
no longer a single method—it is the entire class or an
instantiated object.
The "Why": Methods within a class do not exist in isolation;
they interact through a shared internal state (attributes).
Testing a method like withdraw() without knowing the
state of balance ignores the most crucial context.
Class Testing Goals: We test the class as a complete entity,
verifying that:
e It behaves correctly across all possible internal states.
e Itsinternal methods work together correctly without
corrupting data.
e |t properly initializes and maintains its state over its
lifecycle.

Context: Slide 3 - Defines
the new “unit” for testing
in Object-Oriented
software and outlines the
goals of class-level
testing.



Approaches to OO Unit Testing
State, Responsibility, and the Encapsulation Wall

Approach How It Works

Context: Slide 4 - Explores

State-Based Create the object, invoke a series of ; i :
Testing methods, and verify if the object's final d'ﬁe,re nt strategles for unit
internal state strictly matches the expected testing in Object-Oriented
outcome. - programming
Responsibility- Test each specific responsibility (method) of and highlights the specific
Based Testing the class, but strictly within the context of challenge posed b
how it affects the class's overall behavior. gep y
encapsulation.

The Encapsulation Challenge: Because private methods and

attributes are purposefully hidden, they cannot be accessed -

directly by test scripts. You must test the internal state 507 =
exclusively through the public interfaces (getters/settersand — 7 ;
public methods). - —



Integration Testing in the OO Context

Testing the Collaborators

00 integration testing completely discards “Top-Down” and
“Bottom-Up” strategies. Instead, it focuses entirely on the
collaborations and messages passed between classes.

Two Primary Strategies:

Thread-Based Testing: Integrates the specific set of classes
required to respond to a single input or event (a “thread” of
functionality).

Example: For an e-commerce checkout, you integrate and
test the Cart, Payment, Order, and Inventory classes together.

Use-Based Testing: Tests clusters of collaborating classes by
starting with the most independent classes (those that don't
rely on others) and slowly adding the highly dependent
classes layer by layer.

Context: Slide 5 - Explains
the shift in integration
testing strategies for
Object-Oriented systems,
focusing on collaboration
and introducing Thread-
Based and Use-Based
approaches.



Clusters and Randomness

Advanced OO Integration Tactics

Cluster Testing:

A “cluster” is a distinct, collaborating group of
classes that perform a specific system function. You
test the cluster by designing test cases that force the
classes to interact and pass messages.

Random Testing for 00:

Because objects retain state, the order in which
methods are called matters. Random testing
generates massive sequences of random method calls
on an object to uncover unexpected interaction bugs
or state corruption that a human tester would

never think to try.

Context: Slide 6 - Introduces
advanced integration testing
strategies for Object-Oriented
systems, specifically focusing
on Cluster Testing and
Random Testing to uncover
complex interaction and
state-related issues.



Part 2: Testing WebApps

TEStiIlg in the Wild Context: Part 2 -

: . . Adapting our strategies
Navigating the Unique Challenges | forthe chaos of the

of the Modern Web internet.
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The WebApp Challenge
Why Web Testing Is Different

Testing a WebApp is fundamentally different from testing conventional desktop software
because the environment is completely out of your control.
e Heterogeneous Clients: Users access the app on countless combinations of devices, screen
sizes, and operating systems.
e Network Variability: The app must function across blazing-fast fiber connections and
unstable 3G mobile networks.
e Security Concerns: WebApps are publicly exposed to the internet, making them constant

targets for malicious attacks. . . :
e Dynamic Content: The data and layout change dynamically based on the specific user, time,
and database queries, making static testing impossible.
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Key Testing Dimensions (User-Facing)
Verifying the Experience

59 cover the massive scope of a WebApp, we must test across multiple distinct
Imensions.

o Content Testing: Verify that all textual and visual content is strictly accurate,
gons)lstent, and completely free of errors (e.g., spelling mistakes, broken links, or stale

ata).

o Interface Testing: Rigorously test all user interface elements (forms, drop-down
menus, interactive navigation) across multiple different browsers and devices to
ensure a uniform experience. ) )

o Navigation Testing: Ensure that all internal and external links work correctly, the
overall navigation flow is intuitive, and users cannot get trapped in "dead ends."




Key Testing Dimensions (Technical)
Verifying the Engine and Environment

Once the front-end is verified, we must test the underlying architecture and
Infrastructure. . T _ = ]
e Component Testing: Test the individual functional components in isolation,
Including server-side scripts, client-side scripts, and database queries.

o Configuration Testing: Methodically test the app across different client
conﬁguratlons (e.g., testing on Chrome vs. Safari, Windows vs. macOS, or high-
speed vs. low-speed networks). o ol

e Security Testing: Actively probe the asppllcatlon for known vulnerabilities (e.g.,
SQL injection, cross-site scripting (XSS), and authentication flaws). :

o Performance Testing: Push the system to its limits to test standard load times,
response times under heavy concurrent user load, and overall server scalability.
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The WebApp Testing Strategy
Bringing It All Together

Because of the complexity, a successful WebApp testing strategy cannot rely on a
single method. It must actively combine: : Aplhd
® Unllt-tl,evel Testing: Verifying the individual functional components and scripts in
Isolation.

e Integration Testi?jg: Combining those components to test complete pages,
dvnamic data rendering, and complex navigation paths.

e System-Level Testing: Testing the fully integrated, complete application in a
highly realistic, production-like environment (often called a “Staging”
environment).




Part 3: Validation Testing

The Customer’s Perspective
Proving We Built the Right Product

Transitioning from technical verification to customer validation.
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The Goal of Validation
Meeting the Requirements

e The Ultimate Goal: Validation testing exists solely to demonstrate that the software

successfully meets all of its defined requirements and fully satisfies the customer.
Black-Box Oriented: Unlike unit or integration testing, validation is entirely a "black-box"
process. We no longer care about the internal code structure.

The Source of Truth: Test cases are derived directly from the formal requirements
document or user stories, not from the architectural design or the code itself.

The Validation Test Plan: A formal document detailing exactly which specific
requirements will be valldated how they will be tested, and what constitutes a passmg
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Outcomes & The Configuration Review
Pass, Fail, and Audit

e Validation Outcomes: Pass: The software functions exactly as expected by the user.
Proceed to the next step.

e Fail: The software fails to meet a requirement. A formal defect report is created, and
the software enters a debugging and rework cycle.

o Configuration Review (The Audit): The Purpose: To ensure that all elements of the
software configuration—not just the code, but the documentation, test data, and
support files—are properly developed, cataloged, and maintained.

e The Benefit: It is absolutely essential for long-term traceability and future

maintenance of the system.” — ,/—//
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Alpha vs. Beta Testing

Deploying to the Masses Feature AlphaTesting = Beta Testing

When software is built for a . Condicted akthe Conducted at the
. 9 Location in customer’s site / real
broad consumer base (like a < developer’s site. ord

new operating system or video A :

@0 representative 5
game), developers cannot test ~ “@® The Users group of end-users. il
it with every potential user.

Highly controlled. Uncontrolled and
We must rely on Alpha and Oﬁ The Developers actively | highly realistic. Users
Beta testing ¢ Environment observe the usersand = work unobserved and
¢ record issues. report issues back.
E Lo o Oftenthe finalstep ~ ——~
= t_-a ThePhase  Early validation. before general release. ~————
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Part 4: System Testing

Pushing the Limits

Verifying Non-Functional Requirements and System Integrity

Context: Part 4 - Moving beyond functional features to
test the overall quality and resilience of the system.
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What is System Testing?
Functional vs. Quality Requirements

The Definition: The Shift in Focus:

Testing the fully integrated Validation Testing answers: | System Testing answers:
system against its non-

: ; “Does the software meet the \ “Does the software meet
functional requirements functional requirements?” | the quality requirements?”
and overall overarching ,
objectives. (e.g., Does the checkout (e.g., Is the system reliable,

button work?) fast, and secure?)




Recovery and Security Testing
Preparing for the Worst-Case Scenarios

1. Recovery Testing: 2. Security Testing:
e The Goal: Deliberately force the software to e The Goal: Verify that the protection
fail in various ways and verify that it recovers mechanisms built into the system actually
properly. defend it from improper penetration.
e The Approach: Intentionally cause e The Approach: Actively attempt to bypass
catastrophic crashes, power failures, network security using hired ethical hackers or
outages, and ‘disk full’ errors. automated penetration tools.
o The Check: Does the system restore its state e The Check: rigorously test authentication,
correctly? Are data integrity and pending authorization, encryption standards, session
transactions strictly preserved? management, and input validation. — —
i o i : /',// —
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Stress and Performance Testing
Testing the Engine

3. Stress Testing: 4. Performance Testing:

e The Goal: Push the system far beyond its e The Goal: Test the system's standard
designed capacity to find its absolute response time and throughput under
breaking points. expected daily load conditions.

e The Approach: Dramatically increase the load e The Approach: Simulate realistic user loads
(e.g., massive spikes in users, extreme and measure hardware resource utilization
transaction rates, or enormous data volumes) and exact response times.
until the system ultimately fails. o The Check: Does the system strictly meet its

e The Check: Does the system degrade performance requirements? (e.g., “Response
gracefully, or does it crash catastrophically? time must be <2 seconds for 95% of all
Does it automatically recover when the load requests.”)

\
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Deployment Testing
The Final Environment Check

5. Deployment Testing: Also known as Configuration Testing or

Installation Testing.

e The Goal: Verify that the software installs, configures, and runs correctly in its actual
target environment.

e The Approach: Test the installation process across different hardware setups, operating
systelrln (\j/ersmns and browsers, both with and without necessary prerequisites
installe

e The Check: Does the installation and uninstallation process work flawlessly? Are there
any missing dependencies? Is the final configuration correct?
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Part 5 - What to do when your testing successfully
breaks the software.

The Art of Debugging

From Defect Detection to Root Cause Resolution




The Debugging Lifecycle

Finding vs. Fixing

Testing is the process of actively finding defects; debugging is the meticulous
process of diagnosing and correcting them.

The Debugging Flow

(&)

Test Case Defect Identify Design Apply Retest

Execution Detected Cause Fix Fix -

A test is run, and The system The developer The developer The code is again to verify the
a failure is officially logs the investigates the plans a solution officially changed. fix worked and to
observed. error. code to find the (rather than just ensure no new bugs

exact root cause. hacking a quick were introduced
patch). (Regression

Testing).



Psychological Considerations
Ego and the Scientific Method

Debugging is inherently more difficult than writing the initial code, and it requires a
completely different mindset.

The Debugging Paradox The Required Mindset
The more errors a programmer finds, the more You must adopt a strict scientific method
objective evidence they have that their own approach. Do not guess randomly or change
code is faulty. Ego can easily get in the way, variables blindly. Form a logical hypothesis
causing developers to deny the bug or blame about why the code failed, and design a

— the environment. specific experiment to test that exact

m—— hypothesis.
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Debugging Strategies

How to Find the Needle in the Haystack

Examining raw memory dumps, infinite logs, and The least efficient method. Often
massive stack traces. overwhelming.

Brute Force

Backtracking Tracing the program backward, step-by-step, from Excellent for small codebases, but

the exact point of failure to find the source. impossible for massive systems.
Using induction (starting from symptoms) or : :

0. Cause Elimination deduction (starting from possible causes) to ;:g rn;ﬁ:;c)lsey:terp:;g professional,
systematically narrow down hypotheses. PP '

Temporarily removing irrelevant parts of the code
Program Slicing to reduce the program to the absolute minimum
needed to reproduce the error.

Highly effective for isolating
complex interaction bugs.

The Toolbelt: Always utilize modern debugging tools: breakpoints, watch variables, step-through
execution, and dedicated logging frameworks.

&




Implementing the Fix

Curing the Disease, Not Just the Symptom

Once the true cause is found, the actual fix must be carefully designed, not rushed.

Fix the Cause

‘ Do not just write a
workaround for the
symptom. (e.g.,
Don't just catch the
Null Pointer
Exception; figure out
why the object
was nullin
the first place).

Prevent
Regression

Ensure the fix
doesn't inadvertently
introduce new errors

into previously

working code.

Look for Twins

Consider the strong
possibility that this
exact same logical
error exists
elsewhere in the
codebase.

00 |

00
Demand Peer

Review

Have the fix
reviewed by
another
developer.

=

Update the
Docs

Always update the
code comments and
design documents
to accurately reflect
the new change.




THE COMPLETE
TESTING ARSENAL

Summary of Advanced
Strategies and Debugging

PART 7 - WRAPPING UP THE CORE
CONCEPTS OF THE LECTURE.
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TESTING MODERN PARADIGMS
Adapting to Objects and the Web

OBJECT-ORIENTED TESTING

We must redefine the traditional “unit” as
an entire class.

Testing shifts away from isolated
functions and focuses heavily on state and
collaborations (using thread-based, use-
based, and cluster testing strategies).

WEBAPP TESTING

Because the environment is inherently
chaotic, testing must comprehensively
address multiple dimensions: content
accuracy, interface consistency,

navigation flow, client configuration, security
vulnerabilities, and server performance.



VALIDATION & SYSTEM VERIFICATION

From Requirements to Real-World Resilience

VALIDATION TESTING

VALIDATION

The ultimate confirmation that the
software actually meets the
customer's requirements.

Alpha and Beta Tests provide the
critical final layer of real-user
validation.

SYSTEM TESTING

Moves beyond functional features to
strictly verify non-functional
requirements. It ensures the software is
battle-ready through rigorous Recovery,
Security, Stress, Performance, and
Deployment testing.



THE FINAL PHASE
The Diagnostic Art of Debugging

THE DISCIPLINE

Debugging is the systematic,
diagnostic art of finding and
fixing the defects uncovered
by testing.

THE STRATEGY

It requires strict psychological
discipline, abandoning random
guesses in favor of systematic
strategies like cause
elimination and backtracking.

FINAL THOUGHT

"Testing reveals the presence of
bugs; debugging reveals their
cause. Both are essential, but

debugging is where the detective

work truly begins."



