Hosting Platforms — Netlify, Heroku, AWS

1. What is a Hosting Platform?

A hosting platform is a service that enables individuals and organizations to post a website or web

application onto the internet.

Hosting Includes:

e Server space
e Network access
e Domain management

e Scalability and deployment tools

2. Netlify

What is Netlify?

Netlify is a modern platform for deploying static websites and front-end frameworks like React, Vue,

and Angular.

Features:

e Continuous deployment from Git (GitHub, GitLab, Bitbucket)
® TFree tier available

e Built-in HTTPS

e Serverless functions

o Custom domains and redirects

Deployment Workflow:

1. Push code to GitHub
Connect GitHub repository to Netlify
Set build command (e.g., npm run build)

Eal N o

Site auto-deploys after each push
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Ideal For:

e Jamstack sites
e Static sites

e (Client-side rendered apps

3. Heroku

What is Heroku?

Heroku is a platform as a service (PaaS) that supports backend and full-stack web applications written

in Node.js, Python, Ruby, etc.

Features:

e One-click deploy from GitHub

e Supports Node.js, Python, Ruby, Java, PHP, Go
e Add-ons like databases, monitoring, caching
e CLItools

e Free tier with limitations

Deployment Workflow:

1. Install Heroku CLI

2. heroku login

3. heroku create

4. git push heroku main

5. Accessyourliveappathttps://your-app-name.herokuapp.com
Ideal For:

e Backend APIs
e TFull-stack apps
e Rapid prototyping

4. Amazon Web Services (AWS)
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What is AWS?

AWS is a comprehensive and widely adopted cloud platform offering over 200 fully featured services

including compute, storage, and networking.

Popular Services for Hosting:

e EC2 (Elastic Compute Cloud) — Virtual servers

e S3 - Static site hosting

e Amplify - Front-end hosting with Git integration
e Elastic Beanstalk — PaaS for full-stack apps

e Lightsail — Simplified VPS solution for web hosting

Features:

e Global infrastructure

e Auto-scaling

e Enterprise-level security
e Extensive documentation

e DPay-as-you-go model

Deployment Complexity:

e Higherlearning curve

e Great for large or scalable apps

Ideal For:

e Enterprise applications
e Apps with custom server requirements

e Scalable systems

5. Comparative Table

Feature Netlify Heroku

AWS

Best For Static/Jamstack Full-stack apps

sites

Scalable infrastructure
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Ease of Use Very easy Moderate Steep learning curve

Free Tier Yes Yes (limited dynos) Limited (e.g., EC2 750 hrs/mo for 1
year)

Git Integration Yes Yes Yes (via Amplify)

Database Support

No (external only)

Yes (Postgres,
MySQL)

Yes (RDS, DynamoDB)

Serverless

Functions

Yes

No

Yes (AWS Lambda)

6. Use Case Scenarios

Scenario Recommended Platform
Portfolio Website Netlify
REST APl in Node.js Heroku

Scalable E-commerce Site AWS

Blog with Static Pages

Netlify

ML Model Deployment AWS

CI/CD Basics (Continuous Integration /

Continuous Deployment)

1. What is CI/CD?

CI/CD stands for:

e Continuous Integration (CI) — The practice of integrating code into a shared repository

frequently.
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e Continuous Delivery (CD) — The practice of keeping your codebase deployable at any time.

e Continuous Deployment (also CD) — The automation of deploying every code change to

production automatically after passing CI checks.

Together, CI/CD reduces integration issues, speeds up development, and ensures code quality.

2. Why CI/CD?

Problems in Traditional Workflows:

e Manual testing and deployment are error-prone
e Integration of code at the end of the sprint leads to conflicts

e Difficult to track bugs or changes across versions

Benefits of CI/CD:

e TFaster development cycles

e Higher code quality

e Automated testing and deployments
e Easier bug detection

e Enables DevOps and Agile workflows

3. Continuous Integration (CI)

Key Ideas:

e Developers push code frequently to a shared repo (e.g., GitHub)
e Each push triggers an automated build and test

e Ensures changes don't break the application

Typical CI Tasks:

e Linting (code quality checks)
e Running unit tests

e Building the application

4. Continuous Delivery (CD)
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Key Ideas:

e Every successful build is deployable to a staging or testing environment

e Deployment may still require manual approval

Workflow:

1. Build and test using CI
2. Deploy to staging or test environment automatically

3. Manual approval for production deployment

5. Continuous Deployment

Key Ideas:

e Extends Continuous Delivery

e Automatically deploys every change that passes tests to production

Requires:

e Very high test coverage

e Strong observability (logs, alerts, rollback mechanisms)

6. Components of a CI/CD Pipeline

Component Purpose
Source Control GitHub, GitLab, Bitbucket
Build Server Jenkins, GitHub Actions, Travis CI
Test Frameworks Jest, Mocha, PyTest, JUnit

Artifact Repository Store build outputs (e.g., Docker Hub)

Deployment Tools Kubernetes, Docker, Ansible, Heroku

7. CI/CD Tools Overview
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Tool Use Cases Language Support
GitHub Actions | Simple YAML-based workflows Any (Node, Python, etc.)
Jenkins Powerful, customizable pipelines Any
GitLab CI/CD Integrated with GitLab repo Any
Travis CI Open source projects Any
CircleCI Cloud-native deployments Any

8. Sample CI/CD Pipeline (GitHub Actions)

name: Node.js CI

on: [push]
jobs:
build:

runs-on:

steps:

ubuntu-latest

- uses: actions/checkout@v?2

- name: Install dependencies

run: npm install

- name: Run tests
run: npm test

- name: Build
run: npm run build

What is This?

This is a YAML configuration file (typically named .github/workflows/ci.yml)that definesan

automated pipeline which:

e Runs every time code is pushed to the repository

e Installs dependencies

® Runs tests
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e Builds the application
Line-by-Line Explanation
name: Node.js CI

e name: — This is just a label for the workflow. In GitHub's Actions tab, this will show up as
“Node.js CI”.

on: [push]

e on: —This tells GitHub when to trigger this workflow.

e push —Itruns every time someone pushes code to any branch of the repository.
You can also customize this to trigger on pull requests or only on specific branches:

on:
push:
branches:
- main
jobs:
build:

e jobs: — Aworkflow can have one or more jobs. Each job runs on a separate virtual machine.
e build: — This is the name of the job.

runs-on: ubuntu-latest

e runs-on: — Specifies the type of machine the job should run on. Here, we're using the latest
version of Ubuntu Linux.

steps:
e steps: — Defines a series of actions that will be run in sequence.
- uses: actions/checkout@v2

e This is a prebuilt GitHub Action that checks out your repository’s code so that the workflow can

work with it (like running tests, etc.).

- name: Install dependencies
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run: npm install

e name: — A human-readable label for the step.

e run: —This command is run inside the job's shell. Here it installs Node.js dependencies listed

in package. json.

- name: Run tests
run: npm test

e Runs your project's test suite. You must have a test script defined in package . json like:
"scripts": {

"test": "jest"

- name: Build

run: npm run build

e Runs your project’s build command, usually for transpiling code (e.g., Babel), bundling

(Webpack), or preparing for deployment.

Must be defined in your package . json:
"scripts": {
"build": "webpack”

}
Summary
Section Purpose
on: [push] Triggers the workflow when code is pushed
runs-on: Specifies the OS to run on

ubuntu-latest

actions/checkout@ [ Pullsyour code into the workflow VM
v2

npm install Installs dependencies
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npm test Runs test suite

npm run build Builds the app

9. Best Practices

e Keep pipelines fast — under 10 minutes
e Use environment variables for secrets
e Isolate testing environments

e Monitor deployment with logs/alerts

e Include rollback strategies

10. Real-World Applications

Company CI/CD in Action
Netflix Thousands of deployments per day
GitHub GitHub Actions for internal tools

Facebook Custom-built CI/CD with automated tests
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Web Performance Optimization

Overview

Web Performance Optimization (WPO) is the practice of improving the speed and efficiency with which

web pages are downloaded and displayed on the user's browser. It directly affects user experience, SEO

rankings, and conversion rates.

Why Web Performance Matters

o Reduced Load Time = Better User Experience
e High Bounce Rate for slow-loading sites
e Improved SEO — Google prioritizes faster websites

e Higher Conversions — Speed influences user behavior

Key Metrics to Monitor

Metric Description
Page Load Time Total time to fully load a page
Time to First Byte (TTFB) Time taken to receive the first byte from server
First Contentful Paint (FCP) Time for first visible content to appear
Largest Contentful Paint (LCP) Time for the largest visible element to render
Time to Interactive (TTI) Time until page becomes fully interactive
Cumulative Layout Shift (CLS) Measures visual stability during loading

Core Techniques for Optimization

1. Minimize HTTP Requests

What is an HTTP Request?
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Every time a user visits a web page, their browser makes HTTP requests to the server to fetch resources

like:

e HTML files
e (CSS stylesheets

e JavaScript scripts

e Images
e TFonts
e Videos

e Icons (e.g., favicons)

Each of these files is a separate request, and the more requests a page makes, the longer it can take to

load—especially on slow networks or mobile devices.

Why Reducing Requests is Important

e TFewer requests = faster load time

e Reduces server load

e Helps browsers render the page faster

e Improves Time to First Byte (TTFB) and First Contentful Paint (FCP)

Strategies to Minimize HTTP Requests
1. Combine Files

e Combine multiple CSS files into one stylesheet
e Merge JAVAscripts into one file
e Tools:webpack, Gulp, Grunt, or manual concatenation

2. Use CSS Sprites

e Combine multiple small images (icons, buttons, etc.) into one image and display using
background-positioninCSS
e Reduces image request overhead

e Tool: SpritePad
3. Inline Small CSS or JavaScript
e TFor very small styles or scripts, include them directly in HTML using <style>or <script>

tags

Page 12



e Best for critical CSS needed at load time
4. Remove Unused Assets

e Delete or avoid loading unnecessary libraries, plugins, or fonts

e Use Chrome DevTools Coverage tab to find unused CSS/JS
5. Lazy Load Non-Critical Assets

e Only load images/videos when they are visible in the viewport

e Use:loading="lazy" forimages
6. Use Base64 for Small Images

e Embed tiny images/icons directly into CSS or HTML as Base64 strings

e Reduces external HTTP requests

background-image: url("data:image/png;base64,iVBORWOKGgoAAAANSUh...");

7. Defer Non-Essential Scripts
e Usedefer orasync attributes for scripts that don’t need to block rendering

<script src="analytics.js" defer></script>

Before vs After Optimization Example

Resource Requests Before | Requests After

CSS Files 4 1

]S Files 5 2

Image Icons | 20 1 (sprite)

Total 29 4

Summary
Strategy Benefit

Combine files Reduces round trips
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Use sprites Optimizes image loading

Inline critical CSS Speeds up rendering

Remove unused assets | Reduces payload and requests

Lazy load Improves perceived performance

2. Use a Content Delivery Network (CDN)

Whatis a CDN?

A Content Delivery Network (CDN) is a geographically distributed network of servers that cache and
deliver static web content (like images, stylesheets, scripts, videos, fonts) to users based on their

location.

Instead of fetching resources from the origin server every time, a CDN delivers them from the nearest

server node, reducing latency and improving performance.

How CDNs Work

1. Users visit your website.
2. 'The browser requests resources (CSS, ]S, images, etc.).
3. CDN checks if the resource is cached at a nearby server:
o Ifyes: serves from the nearest edge server.
o Ifno: fetches from the origin, caches it, and then serves it.

4. All subsequent users near that edge location receive the cached copy.

Benefits of Using a CDN
Benefit Explanation
Faster Load Times Serves content from the nearest location to the user.
Increased Availability Distributes traffic across many servers, avoiding overload.
Improved Security Some CDNs offer DDoS protection, secure token access, and HTTPS
support.
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Reduced Bandwidth Costs

Caching static resources decreases load on your origin server.

Scalability

Easily handles spikes in traffic (e.g., product launches, viral content).

What Types of Content Are Typically Delivered via CDNs?

e Static assets:
CSS, JS files
Images
Fonts
Videos

e Dynamic content (with modern CDNs):

API responses
HTML pages

Personalized content (with edge computing)

Popular CDN Providers
CDN Provider Key Features

Cloudflare Free tier, DDoS protection, global presence
Amazon CloudFront Integrated with AWS, highly customizable
Akamai Enterprise-grade, used by large-scale platforms
Google Cloud CDN Integration with GCP services
Microsoft Azure CDN Integrated with Azure ecosystem
Fastly High performance, supports edge computing

How to Use a CDN (Basic Example)

1. Upload your static files to the CDN or configure your existing hosting to use a CDN.

2. Replace static resource URLs with the CDN-provided URLs.

<!-- Before -->
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<script src="/js/main.js"></script>

<l-- After -->

<script src="https://cdn.example.com/js/main.js"></script>

3. Your users will now receive assets from the nearest CDN server instead of your main server.

CDN in Action: Performance Improvement

Metric Without CDN | With CDN
Time to First Byte 8ooms 120ms
Page Load Time 4.58 2.18
Server Bandwidth Load High Reduced
Summary
Feature Impact on Performance
Caching static files Speeds up delivery

Geographically distributed servers

Reduces latency

Load balancing

Improves availability

Edge computing support

Enables faster dynamic responses
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3. Enable Compression

What is Compression?

Compression is the process of reducing the size of files sent from the server to the client, making web

pages load faster. It is especially useful for text-based content like:

e HTML

e CSS

e JavaScript
e JSON

e XML

When a browser makes a request, it can include an Accept-Encoding header to tell the server which

compression methods it supports.

Why Use Compression?
Benefit Explanation
Faster Load Times Smaller files = quicker downloads
Reduced Bandwidth Less data sent over the network
Improved Performance Especially on slower internet connections
Cost Savings Reduced data usage on servers and CDNs

Common Compression Algorithms

Algorithm Description

Gzip Most widely supported; compresses text-based files well

Brotli Newer than Gzip; offers better compression ratios and supported by modern browsers
Deflate Similar to Gzip but less commonly used today

How to Enable Compression

On Express.js (Node.js)
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npm install compression
const express = require('express');
const compression = require('compression');

const app = express();

app.use(compression());

app.get('/', (req, res) => {
res.send('This response is compressed!');
1)
On Apache
Enable mod_deflate:

<IfModule mod_deflate.c>

AddOutputFilterByType DEFLATE text/html text/plain text/xml text/css

application/javascript
</IfModule>

On Nginx

Add to your config:

gzip on;

gzip_types text/plain text/css application/json application/javascript

text/xml;

Compression Impact Example

File Type | Original Size | Gzip Size | BrotliSize
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HTML 100 KB 25 KB 20 KB

CSS 120 KB 30 KB 25 KB

IS 200 KB 60 KB 50 KB

Smaller files = faster transmission = better user experience

Best Practices

e Enable Gzip or Brotli (prefer Brotli where possible)
e Don't compress binary files (e.g., JPEG, MP4)—they’re already compressed
e Test your site using tools like:

o https://gtmetrix.com/

o https://tools.pingdom.com/

o https://www.webpagetest.org/

Summary

Feature Benefit

Text compression | Reduced file size

Faster downloads | Better performance

Lower data usage | Improved scalability

4. Minify CSS, JavaScript, and HTML

e Remove whitespace, comments, and unused code
e Tools: Uglify]S, CSSNano, HTMLMinifier

5. Asynchronous and Deferred Loading

e Load ]S asynchronously to prevent render-blocking

Example:
<script src="app.js" async></script>
<script src="analytics.js" defer></script>
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https://www.webpagetest.org/

6. Optimize Images

e Use correct formats (WebP, AVIF)

e Compress using tools like TinyPNG, ImageOptim

e Use responsive images (<picture>or srcset)

7. Lazy Loading

e Load images/videos only when they appear in the viewport

e Attribute: loading="1azy"

8. Implement Caching Strategies

e Browser caching with cache headers

e Service Workers for offline caching (PWA)

9. Database Optimization

e Useindexes

e Avoid N+1 queries

e Optimize query logic and schema

10. Use Efficient Code

e Avoid memory leaks and unnecessary loops

e Reduce DOM size and complexity

Tools for Performance Testing

Tool Use Case
Lighthouse Audits performance, SEO, accessibility
PageSpeed Insights | Google tool with mobile/desktop scores
WebPageTest Detailed loading waterfall and suggestions
GTMetrix Performance grading with historical data
Chrome DevTools Network, coverage, and rendering insights
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Optimization for Mobile

e Use responsive design

e Avoid large tap targets or small fonts

e Optimize for 3G/4G and lower CPU power

e Use adaptive images and layouts

Web Performance Budgets

Set measurable goals for page size, number of requests, load time, etc.

{
"maxSize": "200KB",
"maxRequests": 50,
"TTI": "<3s"

}

Tools like Lighthouse CI and performance budgets in webpack can help enforce these.

Case Study: Amazon

e Tor every 100ms of latency, Amazon saw a 1% drop in sales.

® Google found that 53% of mobile users leave a site that takes longer than 3 seconds to load.

Summary

Principle

Action

Reduce unnecessary weight

Minify, compress, lazy load

Speed up delivery

CDN, caching, async scripts

Optimize for the user

Responsive, accessible, mobile-friendly

Continuously monitor

Use tools like Lighthouse, GTMetrix, DevTools

Browser Caching

Page 21



Browser Caching

What is Browser Caching?

Browser caching is a technique that allows frequently accessed resources (e.g., images, CSS, JS) to be

stored locally in the user's browser, so they don't need to be downloaded again on subsequent visits.

Why Use Browser Caching?

Benefit

Explanation

Faster load times

Cached resources are loaded from local memory

Reduced bandwidth

No need to re-download static assets

Improved UX

Faster page transitions and navigation

Lower server load

Fewer HTTP requests sent to the server

How Browser Caching Works

Browsers use HTTP headers to determine if a file should be cached and for how long.

Common Headers:

Header

Description

Cache-Control

Sets cache rules (e.g., max-age, public/private)

Expires

Sets an expiration date for the cached resource

ETag

Validator for cache—checks if content has changed

Last-Modified

If content is modified after this date, browser re-downloads

Example:

Cache-Control: public, max-age=31536000

e public: resource can be cached by browsers and CDN

® max-age=31536000: cache this resource for 1 year (in seconds)
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Setting Cache Headers in Express.js

app.use(express.static('public’', {
maxAge: '1d' // cache assets for 1 day

1))

In Apache (.htaccess)

<IfModule mod_expires.c>
ExpiresActive On
ExpiresByType image/jpg "access plus 1 year'
ExpiresByType text/css "access plus 1 month"
</IfModule>

Caching Pitfalls

e Over-caching can serve outdated files
e Under-caching increases page load time

e Useversioning (e.g., sStyle.v2.css)to force updates
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