Introduction to Node.js and Express.js

1. What is Node.js?

Definition

Node.js is an open-source, server-side JavaScript runtime that allows developers to run JavaScript
outside the browser. It is built on Chrome’s V8 JavaScript engine and is used for building scalable,

high-performance applications.

Key Features of Node.js

e Asynchronous & Non-blocking I/0: Handles multiple requests efficiently.

e Single-threaded Event Loop: Uses an event-driven architecture for scalability.
e Fast Execution: Powered by Google’s V8 engine.

e Cross-platform: Works on Windows, macOS, and Linux.

® Rich Package Ecosystem: Uses npm (Node Package Manager) with over a million libraries.

Installing Node.js
To install Node.js, download it from the official site: https://nodejs.org/

Verify the installation:

node -v # Check Node.js version

npm -v # Check npm version
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https://nodejs.org/

[ Command Prompt
Microsoft Windows [Version 10.0.26100.3U76
(c) Microsoft Corporation. ALl rights reserved.

C:\Users\RGIPT>node -v
v18.15.@

C:\Users\RGIPT>npm -v
9.5.0

C:\Users\RGIPT>|

Running a Simple Node.js Script

Createafile app.js:

console.log("Hello, Node.js!");

Run the script:

node app.js

B Command Prompt x o+

Microsoft Windows [Version 10.9.26100.3u76]
(c) Microsoft Corporation. ALl rights reserved

C:\Users\RGIPT>node -v
v18.1!

C:\Users\RGIPT>npn -v
9.5.0

C:\Users\RGIPT>E:
E:\>cd "E:\Web Technology\Jan Jun 25\Backend Development"

E:\Web Technology\Jan Jun 25\Backend Development>node app.js
Hello, Node.js!

E:\Web Technology\Jan Jun 25\Backend Development>|

Page 2



2. What is Express.js?

Definition

Express.js is a minimal and flexible Node.js web framework that simplifies building web applications

and APIs. It provides:

e Routing: Handling different URLs.
e Middleware support: Enhancing request/response handling.

e Template engines: Rendering dynamic HTML pages.

Why Use Express.js?

e Simplifies Node.js development
e Handles HTTP requests easily
e Supports middleware for modular code

e Integrates with databases like MongoDB and PostgreSQL

Installing Express.js

First, initialize a Node.js project:

npm init -y # Creates a package.json file
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Command Prompt

Microsoft Windows [Version 10.0.26160.3476]
(c) Microsoft Corporation. ALl rights reserved.

C:\Users\RGIPT>node -v
v18.15.0

C:\Users\RGIPT>npm -v
9.5.0

C:\Users\RGIPT>I
E:\>cd "E:\Web Technology\Jan Jun 25\Backend Development"

E:\Web Technology\Jan Jun 25\Backend Development>node app-Js
Hello, Node.js!

E:\Web Technology\Jan Jun 25\Backend Development>npm init -y
Wrote to E:\Web Technology\Jan Jun 25\Backend Develapment\package jso
{

“name" : ”backend development",

"test": "echo \"Error: no test specified\" && exit 1"
1,

eywords®: [1,

uthor”: ",

icense": "ISC"

E:\Web Technology\Jan Jun 25\Backend Development>|

Then, install Express:

npm install express

) Command Prompt

Microsoft Windows [Version 10.0.26100.3u76]
(c) Microsoft Corporation. ALl rights reserved.

C:\Users\RGIPT>node -v
v18.15.0

Users\RGIPT>npm v
9.5.0

:\Users\RGIPT>E:
E:\>cd "E:\Web Technology\Jan Jun 25\Backend Development"

E:\Web Technology\Jan Jun 25\Backend Development>node app. js
Hello, Node.js!

:\Web Technology\Jan Jun 25\Backend Development>npm init -

Wrote to E:\Web Technology\Jan Jun 25\Backend Development\package json:

“name": "backend-development"
"version": "1.0.0
“description”:

: “"echo \"Error: no test specified\" && exit 1"

E:\Web Technology\Jan Jun 25\Backend Development>npm install express
added 69 packages, and audited 70 packages in 3s

14 packages are looking for funding
run ‘npm fund® for details

found © vulnerabilities

version of npm available!

New
Changelog:
Run to update!

E:\Web Technology\Jan Jun 25\Backend Development>|

3. Creating a Basic Express Server
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Create a file server.js:

const express = require("express");

const app = express();

app.get("/", (req, res) => {
res.send("Hello, Express!");

D;

app.listen(3o000, () => {

console.log("Server running on http://localhost:3000");

b;

Run the server:

node server.js

) Command Prompt-node ser X+ v

Microsoft Windows [Version 10.0.26100.3u76]
(c) Microsoft Corporation. ALl rights reserved.

C:\Users\RGIPT>node -v
v18.15.0

C:\Users\RGIPT>npm -v
9.5.0

C:\Users\RGIPT>E:
E:\>cd "E:\Web Technology\Jan Jun 25\Backend Development"

E:\Web Technology\Jan Jun 25\Backend Development>node app. js
Hello, Node.js!

E:\Web Technology\Jan Jun 25\Backend Development>npm init -y
Wrote to E:\Web Technology\Jan Jun 25\Backend Development\package.json:

“name": "backend-development"
“version": "1.0.0",
“description”: ",
"main”: “app.js",
"scripts": {
"test": "echo \"Error: no test specified\" && exit 1"

E:\Web Technology\Jan Jun 25\Backend Development>npm install express
added 69 packages, and audited 70 packages in 3s

14 packages are looking for funding
run ‘npm fund® for details

found © vulnerabilities

version of npm available!

"
Changelog:

to update!

E:\Web Technology\Jan Jun 25\Backend Development>node server.js
Server running on http://localhost: 300!

Gotohttp://localhost:3000/ inyour browser to see the response.
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O @ localhost3000 x |+
< C | @ locahost3000
£33 Import favorites | 4\ MATLAB Document..  ® ML Course Design:

Hello, Express!

5
#) 8 ¢ > U= L - 0

4. Express.js Routing
Routing allows different URLS to trigger specific responses.

Example of Express Routes:

/] server.js
const express = require("express");

const app = express();

/] Middleware to parse form data

app.use(express.urlencoded({ extended: true }));

/| Route for About Page (GET request)
app.get('/about”, (req, res) => {

res.send("<hi>About Page</h1><p>This is the about page of our website.</p>");
1;

// Route to handle form submission (POST request)

app.post('/submit”, (req, res) => {
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console.log("Form Data Received:", req.body);

${req.body.email}</p>");
1;

/| Start the server
app.listen(3o000, () => {
console.log("Server running on http://localhost:3000");

D;

res.send(*<h2>Form Submitted Successfully!</h2><p>Name: ${req.body.name}</p><p>Email:

form.html

<h2>Submit Your Details</h2>

<form action="http://localhost:3000/submit" method="post">
<label>Name: <input type="text" name="name"></label><br><br>
<label>Email: <input type="email" name="email"></label><br><br>
<button type="submit">Submit</button>

</form>

About Page

This is the about page of our website

o
)8 Bt (eeeg) & - B
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C O (O n—————— . a s o @m0

=) tes | 4 © ML Course Design

Submit Your Details
O T —
Email:

“Submit

e e s
e s

< C
(] ites | 4 ® ML
Form Submitted Successfully!

Name: Gargi Srivastava

Email: gsrivastava@rgipt.ac.in
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F¥] Command Prompt - node ser X+ v

E:\Web Technology\Jan Jun 25\Backend Development>node app. js
Hello, Node.js!

E:\Web Technology\Jan Jun 25\Backend Development>npm init -y
Wrote to E:\Web Technology\Jan Jun 25\Backend Development\package.json:

ho \"Error: no test specified\" & exit 1"
3
3,
"keywords®: [1,
"autho.
"license":
3

E:\Web Technology\Jan Jun 25\Backend Development>npm install express
added 69 packages, and audited 70 packages in 3s

14 packages are looking for funding
run ‘npm fund® for details

found © vulnerabilities

npn

npm New version of npm available!

npm Changelog:

npm Run to update!
npn

E:\Web Technology\Jan Jun 25\Backend Development>node server.js
Server running on http://localhost:3000

e

E:\Web Technology\Jan Jun 25\Backend Development>node server.js
Server running on http://localhost:3000

e

E:\Web Technology\Jan Jun 25\Backend Development>node server.js
Server running on http://localhost:3000

e

E:\Web Technology\Jan Jun 25\Backend Development>node server.js
Server running on http://localhost:3000

e

E:\Web Technology\Jan Jun 25\Backend Development>node server.js
Server running on http://localhost:3000

Form Data Received: { name: , email:

s GET for retrieving data, POST for sending data.

5. Middleware in Express.js

Middleware functions modify requests before they reach the final route handler.

Example: Logging Middleware

const express = require("express");

const app = express();

/] Middleware to log incoming requests
app.use((req, res, next) => {
console.log(" ${req.method} request to ${req.url}");
next(); // Pass control to the next middleware or route handler

D;

/] Sample GET route
app.get("/", (req, res) =>{
res.send("<h1>Welcome to the Home Page</h1>");

Page 9



D;

/| About route
app.get('/about”, (req, res) => {

res.send("<h1>About Page</h1><p>This is the about section.</p>");
1;

/] Contact route
app.get("/contact’, (req, res) =>{
res.send("<h1>Contact Page</h1><p>Email us at contact@example.com</p>");

D;

/| Start the Express server
app.listen(3000, () => {
console.log("Server running on http://localhost:3000");

D;

O B localhost3000 x 4+ - g X
< C (@ locakhost:3000 v B & s - o

£ Import favorites | 4\ MATLAB Document... @ ML Course Design:

‘Welcome to the Home Page
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About Page

This is the about section.

Contact Page
Email us at contact@example.com
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F¥] Command Prompt - node ser X+ v

“name”: "backend-development”,
"version "1.0.0",
"description": "",

i "app.Js",

"echo \"Error: no test specified\" & exit 1"

:\Web Technology\Jan Jun 25\Backend Development>npm install express
added 69 packages, and audited 70 packages in 3s

14 packages are Llooking for funding
run ‘npm fund® for details

found © vulnerabilities
npm

npm version of npm available!

New
npm Changelog:
Run to update!

Technology\Jan Jun 25\Backend Development>node server.j
running on http://localhost:3000

Technology\Jan Jun 25\Backend Development>node server.j
running on http://localhost:3000

Technology\Jan Jun 25\Backend Development>node server.j
running on http://localhost:3000

Technology\Jan Jun 25\Backend Development>node server.j
running on http://localhost:3000

Technology\Jan Jun 25\Backend Development>node server.j
running on http://localhost:3000

Form Data Received: { name: , email:

:\Web Technology\Jan Jun 25\Backend Development>node server.j

Server running on http://localhost:3000

GET request to /

GET request to /about

GET request to /contact

s# Use middleware for authentication, logging, and error handling.

6. Serving Static Files
Express can serve HTML, CSS, and images.

Example: Serving Static Files

md express-static-example

cd express-static-example
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[ Command Prompt

{
echo \"Error: no test specified\" && exit 1"

"license'
3

Web Technology\Jan Jun 25\Backend Development>npm install express
added 69 packages, and audited 70 packages in 3s

14 packages are looking for funding
run ‘npm fund® for details

found © vulnerabilities

New version of npm available!

Changelog:
Run to update!

: Technology\Jan Jun 25\Backend Development>node server.js
Server running on http://localhost:3000

~C

E:\Web Technology\Jan Jun 25\Backend Development>node server.js
Server running on http://localhost:3000

Technology\Jan Jun 25\Backend Development>node server.js
running on http://localhost:3000

E:\Web Technology\Jan Jun 25\Backend Development>node server.js
Server running on http://localhost:3000
e

leb Technology\Jan Jun 25\Backend Development>node server.js
Server running on http://localhost:3000
Form Data Received: { name: , email:
e
E:\Web Technology\Jan Jun 25\Backend Development>node server.js
Server running on http://localhost:3000
GET request to /
GET request to /about
GET request to /contact

E:\Web Technology\Jan Jun 25\Backend Development>nd express-static-example
E:\Web Technology\Jan Jun 25\Backend Development>cd express-static-example

E:\Web Technology\Jan Jun 25\Backend Development\express-static-example>|

npm init -y

npm install express

) Command Prompt

E:\Web Technology\Jan Jun 25\Backend Development>node server.js
Server running on http://localhost:3000
~C

:\Web Technology\Jan Jun 25\Backend Development>node server.js
Server running on http://localhost:3000
E:\Web Technology\Jan Jun 25\Backend Development>node server.js
Server running on http://localhost:3000
~C

E:\Web Technology\Jan Jun 25\Backend Development>node server.js
Server running on http://localhost:3000
Form Data Received: { name: , email:

E:\Web Technology\Jan Jun 25\Backend Development>node server.js
Server running on http://localhost:3000

GET request to /

GET request to /about

GET request to /contact

Web Technology\Jan Jun 25\Backend Development>nd express-static-example
E:\Web Technology\Jan Jun 25\Backend Development>cd express-static-example

E:\Web Technology\Jan Jun 25\Backend Development\express-static-example>npm init -
Wrote to E:\Web Technology\Jan Jun 25\Backend Development\express-static-example\package. jso

“name": "express-static-example",

"version 1.0.0",
"description": "",
index. js",

"echo \"Error: no test specified\" & exit 1"

:\Web Technology\Jan Jun 25\Backend Development\express-static-example>npm install express
added 69 packages, and audited 70 packages in 2s

14 packages are Llooking for funding
run ‘npm fund® for details

found © vulnerabilities

Web Technology\Jan Jun 25\Backend Development\express-static-example>|

md public
wsl
wsl --install -d Ubuntu-24.04

wsl

touch server.js public/index.html public/style.css public/script.js public/logo.png
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) rgipt@DESKTOP-SHSKHSS: /1 X+

Microsoft Windows [Version 10.0.26100.3u76]
(c) Microsoft Corporation. ALl rights reserved.

C:\Users\RGIPT>E:

E:\>cd "E:\Web Technology\Jan Jun 25\Backend Development\express-static-example”

Web Technology\Jan Jun 25\Backend Development\express-static-example>touch
“touch’ is not recognized as an internal or external command,
operable program or batch file.

eb Technology\Jan Jun 25\Backend Development\express-static-exanple>wsl touch
Windows Subsystem for Linux has no installed distributions.

You can resolve this by installing a distribution with the instructions below:

Use 'wsl.exe —-list ——online' to list available distributions
and 'wsl.exe ——install <Distro>' to install.

:\Web Technology\Jan Jun 25\Backend Development\express-static-example>wsl —install —d Ubuntu-24.04
Downloading: Ubuntu 24.64 LTS

Installing: Ubuntu 24.84 LTS
Distribution successfully installed. It can be launched via 'wsl.exe -d Ubuntu-2u.e4"

Web Technology\Jan Jun 25\Backend Development\express-static-example>nsl
Provisioning the new WSL instance Ubuntu-2u.e4
This might take a while

Create a default Unix user account: rgipt
New password:

Retype new password:
passud: password updated successfully

To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.

Welcome to Ubuntu 24.84.2 LTS (GNU/Linux 5.15.167.U-microsoft-standard-WSL2 x86_64)

* Documentation:
* Management:
* Support:

/help. ubuntu. com
://landscape.. canonical . com
/ubuntu. com/pro

System information as of Thu Mar 20 ©6:31:U8 UTC 2025

System load: 0.12
Usage / 0.1% of 1006.85GB
Memory usage:

Swap usage:

Processes: 3
Users logged in: )
IPvll address for ethe: I

2

72.30.180.4

This message is shown once a day. To disable it please create the
/home/rgipt/.hushlogin file.

$ touch server.js pi
$ touch server.js pi

ubli
ublic/index.html public/style.css public/script.js public/logo.png|

x |+ - 8
J > ThisPC > New\Volume(E) > WebTechnology > JanJun25 > Backend Development > express-static-example > public public Qa
N Sort View (B Details
Nme ° Date modified Type size
@ incex 3 Microsoft Edge H... oke
[ loge 3 PNG File 0KB
script 3 Javascript Source k8
# styie

Source File o8

server.js

const express = require("express");
const app = express();

const port =3000;

/| Serve static files from the "public" directory
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app.use(express.static("public");

app.get("/", (req, res)=> {
res.sendFile(__dirname + "/public/index.html"); // Serve HTML file

D;

app.listen(port, () => {
console.log(* Server running on http://localhost:${port}*);

D;

public/index.html

<head>
<link rel="stylesheet" href="style.css">
</head>
<body>
<h1>Welcome to Express Static Files Example</h1>
<p>This page includes a CSS file, an image, and a JavaScript file.</p>
<img src="logo.png" alt="Logo" width="200">
<button onclick="showAlert()">Click Me</button>
<script src="script.js"></script>

</body>

public/style.css

body {
font-family: Arial, sans-serif;
text-align: center;
background-color: #f4f4f4;
color: #333;
}
img {
margin-top: 20px;

}

public/script.js

function showAlert() {

alert("Hello! This is a JavaScript alert.");
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O @ StaticFiles in Express x 4
~ C (@ localhost:3000
B2 Import favorites. 4 MATLAB Document.. & ML Course Design:
Welcome to Express Static Files Example

This page includes a CSS file, an image, and a JavaScript file

O | B swicFiesineres o
< G (@ locahost3000

) Import favorites | 4\ MATLAB Document.. @ ML Course Design: localhost:3000 says

Hellot This is 2 Javascript alert

Welcao = ample

| Click Me

Place HTML/CSS files in the public/ folder, and they’ll be accessible at
http://localhost:3000/.

- a8 x
B ¢l & o

- g x
B ¢l & o

7. Handling JSON
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Express can process JSON data.

md express-json-example
cd express-json-example

npm init -y

7 Command Prompt

(c) Microsoft Corporation. All rights reserved.
C:\Users\MSI 1>D:

D:\>cd "D:\Gargi\WT\Jan Jun 2025"
D:\Gargi\WT\Jan Jun 2025>md express-json-example
D:\Gargi\WT\Jan Jun 2025>cd express-json-example

D:\Gargi\WT\Jan Jun 2025\express—json—example>npm init -y
Wrote to D:\Gargi\WT\Jan Jun 2025\express-json-example\package.json:

{

1

3y
"keywords"
"author
"license
"descript

D:\Gargi\WT\Jan Jun 2025\express—json—example>|

npm install express
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] Command Prompt

(c) Microsoft Corporation. All rights reserved.
C:\Users\MSI 1>D:

D:\>cd "D:\Gargi\WT\Jan Jun 2025"
D:\Gargi\WT\Jan Jun 2025>md express-json-example
D:\Gargi\WT\Jan Jun 2025>cd express-json-example

D:\Gargi\WT\Jan Jun 2025\express—json—-example>npm init -y
Wrote to D:\Gargi\WT\Jan Jun 2025\express-json-example\package.json:

"description": ""
i

D:\Gargi\WT\Jan Jun 2025\express—json—example>npm install express

added 69 packages, and audited 70 packages in 6s

14 packages are looking for funding
run ‘npm fund' for details

found © vulnerabilities

D:\Gargi\WT\Jan Jun 2025\express—json—example>

const express = require("express");
const app = express();

const port =3000;

/] Middleware to parse JSON request body

app.use(express.json());

// Route to handle a JSON POST request
app.post("/data’, (req, res) => {

console.log("Received JSON Data:", req.body);

/| Responding with received data

res.json({
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message: "JSON received successfully!",

receivedData: req.body

D;

/| Start the server

app.listen(port, () => {

console.log(* Server running on http://localhost:${port}*);

Home Workspaces v  API Network

2 My Workspace New  Import Overview Getting started

g + = i http://localhost:3000/data
Colections
= POST v httpy/localhost:3000/data
Environments « My first collection
o 5 First folder inside collection Params  Authorization  Headers () ~ Bodye  Scripts
Flows Headers
5
° £ Second folde nsde coliection Key
History
Content-Type
0o
89
Create a collection for your
requests
A collection lets you group related
requests and easily set common
authorization, tests, scripts, and
variables for all requests in it
@D v
Create Collection Response /D) History
ED @ Online Q Findand replace [ Console

Q search Postman

posT http://localhost:3000/c @

Tests

Value

@D o

Release Notes

Settings

application/json

Description
°
o
A
L]
.
Click Send to get a response
9 Postbot  [] Runner

o @

o Start Proxy

Upgrade v — X
X Noenvionment v | 3
@ save v <>
2
:
Cookies
Bulk Edit  Presets v
@ Cookies (A Vault [ Trash FH @
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= <« > Home Workspaces v APl Network
2 My Workspace New  Import
[w] +
Colections
Environments My first collection R
o ~ 5 First foider inside collection
Flows
>
3 Second folder inside collection
History
0o
av
Create a collection for your
requests
A collection lets you group related
requests and easily set common
authorization, tests, scripts, and
variables for all requests in it
Create Collection
E) @ Online Q Find and replace [ Console
= <« > Home Workspaces v APl Network
2 My Workspace New Import
[w] + oo
Colections
Environments My first collection R
o ~ 5 First foider inside collection
Flows
>

v 3 second folder inside collection
History

Create a collection for your
requests
A collection lets you group related
requests and easily set common
authorization, tests, scripts, and
variables for all requests in it

Create Collection

ED ©@Online Q Findand replace 5 Console

Q Search Postman

(. SO

Upgrade

(<) Getting started PoST http://localhost:3000/¢ ® Release Notes + M X Noenvironment v
i http://localhost:3000/data B save v <>
POST v httpy/localhost:3000/data ‘ 3
Params  Authorization ~ Headers (1) Bodye Scripts  Tests  Settings Cookies
orm-data () x-www-form-urlencoded O raw JSON v Beautify
1 1
2 “name”: 'Alice’,
3 "age": 25,
a "email”: “alice@example.com”
5 %
Response 4D History v v
Click Send to get a response
{9 Postbot [3) Runner & StartProxy (> Cookies (0 Vault [ Trash [
Q search Postman & 0 @ Upgrade v — X
() Getting started POST http://localhost:3000/c ® Release Notes + v N Noenvironment v
i http://localhost:3000/data B save v >
POST v httpy/localhost:3000/data ‘ Z
Params  Authorization ~ Headers (9) ~ Bodye Scripts  Tests  Settings Cookies
) x-www-form-urlencoded O raw inary O GraphQL JSON ~ Beautify
1 1
2 “name”: 'Alice’,
3 "age": 25,
a "email”: "alice@example.com’
5 %
Body Cookies Headers (7) TestResults 4O 2000K - 21ms - 3468 @ oo
{} JSON v D> Preview {Q Visualize + S O Q @
11
2 "message’: "JSON received successfully!’,
3 "receiveddata": {
4 “name": 'Alice’,
5 "age': 25,
6 "email’: "alice@example.com”
7 ¥
8 %
{9 Postbot  [3] Runner o StartProxy € Cookies (3 Vault {j Trash [ @
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7 Command Prompt-node ser X ~ + v

D:\Gargi\WT\Jan Jun 2025\express—json—-example>npm init -y
Wrote to D:\Gargi\WT\Jan Jun 2025\express-json-example\package.json:

{

"descripti

D:\Gargi\WT\Jan Jun 2025\express—json—example>npm install express
added 69 packages, and audited 70 packages in 6s

14 packages are looking for funding
run ‘npm fund' for details

found 0 vulnerabilities

D:\Gargi\WT\Jan Jun 2025\express—json—-example>curl
curl: try 'curl —-help' for more information

D:\Gargi\WT\Jan Jun 2025\express—json—example>curl -X POST http://localhost:3000/data -H "Content-Type: application/json" -d '{"name": i 'age":25, "emai
1":"alice@example.com"}'
curl: (7) Failed to connect to localhost port 3000 after 2218 ms: Could not connect to server

D:\Gargi\WT\Jan Jun 2025\express—json—example>node server.js
Server running on http://localhost:3000

Received JSON Data: { name: , age: email:
Received JSON Data: { name: , age: email:

s® Use express. json() for JSON data.

8. Connecting to a Database (MongoDB Example)

Install MongoDB and Mongoose:

npm install mongoose
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7 Command Prompt

'
"keyword
"author"
"license":
"descripti

D:\Gargi\WT\Jan Jun 2025\express—json—example>npm install express
added 69 packages, and audited 70 packages in 6s

14 packages are looking for funding
run ‘npm fund' for details

found 0 vulnerabilities

D:\Gargi\WT\Jan Jun 2025\express—json—-example>curl

curl: try 'curl —-help' for more information

D:\Gargi\WT\Jan Jun 2025\express—json—example>curl -X POST http://localhost:3000/data -H "Content-Type: application/json" -d '{"name":"Alice",K "age":25, "emai
1":"alice@example.com"}'
curl: (7) Failed to connect to localhost port 3000 after 2218 ms: Could not connect to server

D:\Gargi\WT\Jan Jun 2025\express—json—example>node server.js
Server running on http://localhost:3000

Received JSON Data: { name: age: 25, email:
Received JSON Data: { name: age: 25, email:

'
'

D:\Gargi\WT\Jan Jun 2025\express—json—example>npm install mongoose
added 20 packages, and audited 90 packages in 7s

15 packages are looking for funding
run ‘npm fund‘ for details

found 0 vulnerabilities

D:\Gargi\WT\Jan Jun 2025\express—json—example>

Example: Connecting Express to MongoDB

1. Download MongoDB community Server https://www.mongodb.com/try/download/community

2. Add MongoDB to System PATH C:\Program Files\MongoDB\Server\8.0\bin

3. mongod --version

4. Start MongoDB Compass, Add URI “mongodb://localhost:27017”, Click on Connect.
server.js

const mongoose = require("mongoose");

mongoose.connect("'mongodb://localhost:27017/mydatabase”, {
useNewUr|Parser: true,

useUnifiedTopology: true
1;

const db = mongoose.connection;
db.on("error”, console.error.bind(console, "Connection error:");
db.once("open’, () => {

console.log("Connected to MongoDB");

D;
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https://www.mongodb.com/try/download/community

de serverjs 2 X

lect Administrator: Command Prompt
- — -

an internal or external command,

(r precated option: useNewUrlParser has no effect since Node.js Driver version 4.0.@ and will be removed in the next major version
(Use “node --trace-warnings .. v W e war eated)
RIVER] MWar precated option: useUnifiedTopology has no effect since Node.js Driver version 4.6.0 and will be removed in the next major version

9. Conclusion

e Node.js allows running JavaScript on the server.
e Express.js simplifies backend development with easy routing and middleware.

e Together, they provide a powerful framework for building web applications and APIs.

%/ Next Steps: Learn about authentication, REST APIs, and deploying Express apps!

1. Introduction to RESTful APIs

What is a RESTful API?

A RESTful API (Representational State Transfer API) is an architectural style used for designing
networked applications. It allows communication between a client and a server using standard HTTP

methods.

Why Use RESTful APIs?
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{74 Scalable & Flexible — Suitable for large applications.
{74 Language Independent — Can be used with any programming language.
(74 Stateless Communication — No client context is stored on the server.

{74 Widely Used — Most modern web services follow REST principles.

2. REST Principles

1. Client-Server Architecture

e The client (frontend) and server (backend) are separate entities.

e The client requests resources, and the server responds.

2. Statelessness

e Eachrequest from the client to the server must contain all necessary information.

e The server does not store session data.

3. Cacheability

® Responses can be cached to improve performance.

e APIs specify whether a response can be cached using HTTP headers.

4. Layered System

e The API can have multiple layers (security, load balancing, data transformation).

5. Uniform Interface

e Uses standard HTTP methods (GET, POST, PUT, DELETE).

e Uses URLs to represent resources.

3. HTTP Methods in REST APIs

Method Description Example Endpoint
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GET Retrieve data /users (Get all users)

POST Create a new resource /users (Create a user)

PUT Update an existing resource /users/1 (Update user with ID 1)
DELETE Remove a resource /users/1 (Delete user with ID 1)

4. REST API Example in Express.js

Installing Express.js

npm init -y

npm install express

Creating a Basic RESTful API

const express = require("express");
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const app = express();

app.use(express.json());

let users =[
{id: 1, name: "Alice" },
{id: 2, name: "Bob" }

1;

// GET: Fetch all users
app.get("/users", (req, res) =>{
res.json(users);

D;

// POST: Add a new user

app.post("/users”, (req, res) =>{
const newUser = { id: users.length + 1, name: req.body.name };
users.push(newUser);
res.status(201).json(newUser);

D;

// PUT: Update an existing user

app.put('/users/:id", (req, res) => {
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const user = users.find(u => u.id === parselnt(req.params.id));

if (luser) return res.status(404).json({ message: "User not found" });
user.name = req.body.name;

res.json(user);

D;

/| DELETE: Remove a user

app.delete("/users/:id", (req, res) => {
users = users.filter(u => u.id !== parselnt(req.params.id));
res.json({ message: "User deleted" });

D;

app.listen(3000, () => console.log("Server running on http://localhost:3000");

O B loclhost3000/users x |+ - 8 X
< C [ @ localhost:3000/users v B & s - o

B3 import fovorites | 4\ MATLAS Document.. @ ML Course Design:

Pretty-print
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v Noemionment v

B save v

¢ > Home Workspaces v  APINetwork Q search Postman g Qo @ Upgrade

() My Workspace New Import & overview PoST hitpiflocalnost:3000h e +

] + “ @ htp/flocalhost:3000/users
Colletons

E POST v hupiflocalhost:3000/users
Emvionments < Wy frstoliection B

3 £ st foderinsice coection Params  Authorization  Headers (9)  Bodye Scripts  Tests  Settings

Flows Onone O form-data O x-www-form-urlencoded O raw O binary O GraphQL  JSON v

History B

“name”: "Charlie” I

Create a collection for your

requests

A collection lets you group related
requests and easily set common

authorization, tests, scripts, and

variables for all requests in it

Create Collection

E] ©onine Q Findand replace & Console

B ocarostz000users X+ —_————————e
¢ & (@R ) B o e

B2 import favorites | 4\ MATLAB Document...

Body Cookies Headers (7) TestResuls 4D

{}JSON v D> Preview €3 Visualize v

IS

© ML Course Design:..

9 Postbot

) Runner

201 Created - 21ms

o Start Proxy @b Cookies

Share. &

Cookies

Beautify

2658 @ o

El)

@ vaut

Q @

i Tash @ @

Pretty-print

“Charlie
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Q searen Postman

& > Home Workspaces v  APINetwork

1 My Workspace New
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Collections

]

Environments. < My fst eslisction o

5 Fist folder inside collection
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Flows

History B

Create a collection for your

requests
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= @ hupiflocalnost:3000/users/3 ) save
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Params  Authorization  Headers (9)  Bodys Scripts  Tests  Settings

Onone O form-data O x-www-form-urlencoded O raw O binary O GraphQL

“name”: "David" }

A collection lets you group related

requests and easily set common
authorization, tests, scripts, and
variables for all requests in it

Create Collection

E] ©onine Q Findand replace & Console

B ocarostz000users X+ —_————————e
¢ & (@R ) B o e

B2 import favorites | 4\ MATLAB Document...

Body Cookies Headers (7) TestResuls 4D

{}JSON v D> Preview €3 Visualize v

IS

© ML Course Design:..

JSON
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2000k - Sms

o Start Proxy @b Cookies
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Page 29



& > Home Workspaces ¥  APINetwork

Q searen Postman

(... IERCR

v Noemionment v

&1 My Workspace New  Import Overview PUT http://localnost:3000/u. & +
+ :IMocalhost:3000/users/4 B save v Share &
Colletons
PUT v hupifcahosta000usersis ‘m 2
Envonments ~ My frst eoliecton -
3 £ st foderinsice coection Params  Authorization  Headers (9)  Bodye Scripts  Tests  Settings Cookies
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[ save
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O @ localhost3000/users x4
< C (@ localhost:3000/users
B3] import favorites 4 WATLAS ®

5. REST API Best Practices

1. Use Meaningful Resource Names

e /usersinstead of /getUsers
e /productsinstead of /fetchProducts

2. Use Plural Nouns for Collections

e /users (for multiple users)
e /orders (for multiple orders)

3. Use Proper HTTP Status Codes

Code | Meaning

200 OK (Success)

s
)8 Gl (g & - O
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201

Created (New resource added)

400

Bad Request (Invalid input)

404

Not Found (Resource missing)

500

Internal Server Error

4. Use Pagination for Large Data

const express = require("express");
const app = express();

app.use(express.json());

let users =[
{id: 1, name: "Alice" },
{id: 2, name: "Bob"},
{id: 3, name: "Charlie" },
{id: 4, name: "David" },
{id: 5, name: "Eve"},
{id: 6, name: "Frank"},
{id: 7, name: "Grace" },
{id: 8, name: "Hank"},
{id: 9, name: "Ivy"},
{id: 10, name: "Jack"},
{id: 11, name: "Karen"},

{id: 12, name: "Leo" }

/] GET: Fetch paginated users
app.get("/users", (req, res) =>{

let { page =1, limit =10} = req.query;

page = parselnt(page);
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limit = parselnt(limit);

const startIndex = (page - 1) * limit;
const endIndex = startIndex + limit;

const paginatedUsers = users.slice(startIndex, endIndex);

res.json({
page,
limit,
totalUsers: users.length,
users: paginatedUsers
D;
D;

app.listen(3000, () => console.log("Server running on http://localhost:3000");

O @ locahost3000/users x|+ - o x

& G [ @ localhost:3000/users v B &« L - 0
€2 Import favorites

4\ MATLAB Document.. @ ML Course Design:
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O B locahost3000/users/lpage=2 X+

< C @ localhost:3000/users/?page=2

/users?page=1&1imit=10
5. Secure the API

e Use authentication JWT, OAuth)
e Validate user input to prevent attacks

e Enable CORS for cross-origin requests

6. Conclusion

e RESTful APIs are widely used for modern web applications.
e They follow standard HTTP methods and stateless architecture.

e Best practices improve performance, security, and maintainability.

s
w8 Gl (g & - O

Connecting to Databases
(MongoDB/PostgreSQL)
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1. Introduction

Databases are essential for storing and managing application data. In modern web applications, two

commonly used databases are:

e MongoDB (NoSQL Database): Stores data in flexible, JSON-like documents.
e PostgreSQL (SQL Database): A powerful, open-source relational database.

2. Connecting to MongoDB with Node.js and Mongoose

2.1Installing MongoDB and Mongoose

To use MongoDB with Node.js, install MongoDB and Mongoose (an ODM for MongoDB):

npm install mongoose

%) File Edit Selecton View Go Run Terminal Help <« =

2.2 Setting Up MongoDB Connection

Create a file db . j s for database connection:

P searc

®

el A+ D@ - A X

In1,Col1 Spacesi4 UTF-8 CRLF (3 JavaScript O3
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const mongoose = require("mongoose");

const connectDB =async () => {
try {
await mongoose.connect("mongodb://127.0.0.1:27017/mydatabase");
console.log("MongoDB Connected Successfully");
} catch (error) {
console.error("MongoDB Connection Error:", error);

process.exit(1);

module.exports = connectDB;

¥ MongoD8 Compass

Compass o

New to Compass and don't have a
 Newcomeotion + i eluster?
| Newcommecton + | New Connection ®

Gonnect 1o aMongaDB deployment FAVORITE Ifyou don't already have a cluster, you can

create one for free using MongoDB Atlas®

® saved connsctions w0 e Connection tring €D peTee—p—

mongodb://localhost:27017/

¥B) Recents
How do | find my connection string in
¢ 4 Atlas?
> Advanced Connection Options [#you have an Atlas cluster, go to the Cluster

8 looalhost:27017 view. Click the ‘Connect'button for the
R cluster to which you wish to connect.

. see example®
‘ save ‘ save & Connect | (RIS

How do | format my connection string?
See example®
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2.3 Connecting MongoDB in an Express App

Modify server . js to use the database connection:

const express = require("express");

const connectDB = require("./db");

const app = express();
app.use(express.json();

connectDB(); // Connect to MongoDB

app.get("/", (req, res) =>{

res.send("MongoDB Connected!");

D;

app.listen(3000, () => console.log("Server running on http://localhost:3000");

Page 37



http://localhost:3000

) File Edit Selection View Go Run Terminal Help & = P Search

serverjs B\

app. use(express. json());

1
2

4 const app - express();
5

6 connectoB();

8

app.get("/ s res) = {
9 res.send("MongoDB Connected!”);
0 });
11
12 app.listen(3006, () => console.log("Server running on http://1
13

PROBLEMS  OUTRUT TERMINAL  PORTS
Hode LastiiriteTine Length Name
[ databases

PS E:\lieb Technology\Jan Jun 25\Backend Development> cd databases
PS E:\leb Technology\Jan Jun 25\Backend Development\databases> npm install mongoose

added 20 packages, and audited %@ packages in 3s

15 packages are looking for funding
run “npn fund” for details

found @ vulnerabilities
PS E:\Web Technology\Jan Jun 25\Backend Development\databases> node db.js

PS E:\Web Technology\Jan Jun 25\Backend Development\databases> node db.js

PS E:\leb Technology\Jan Jun 25\Backend Development\databases> node db.Js

PS E:\Neb Technology\Jan Jun 25\Backend Development\databases> node server.js
Server running on http://localhost:3660

rgoDdOom - o9 X

EroceA ++ D& = ~ X

HongoDe Connected Successfully
X @00 In13,Col1 Spaces:4 UTF-8 CRIF {3 Javascript (3

2.4 Creating a Mongoose Model

Define aUser model inmodels/User.js:

const mongoose = require("mongoose");

const UserSchema = new mongoose.Schema({
name: { type: String, required: true },
email: { type: String, required: true, unique: true },

userld: { type: String, required: true, unique: true }

module.exports = mongoose.model("User", UserSchema);

2.5 Performing CRUD Operations
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Create, Read, Update and Delete a User

const express = require("express");
const connectDB = require("./db");

const User = require("./models/User");

const app = express();
app.use(express.json());

connectDB(); // Connect to MongoDB

/] POST: Create a new user
app.post("/users”, async (req, res) =>{
try {
const user = new User(req.body);
await user.save();
res.status(201).json(user);

} catch (error) {

res.status(400).json({ message: error.message });

// GET: Fetch all users

app.get("/users", async (req, res) => {
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const users = await User.find();
res.json(users);

D;

/] PUT: Update a user by userId
app.put('/users/:userld”, async (req, res) => {
try {

const user = await User.findOneAndUpdate({ userld: req.params.userld }, req.body, { new: true,

runValidators: true });
if (luser) {

return res.status(404).json({ message: "User not found" });

res.json(user);
} catch (error) {

res.status(400).json({ message: error.message });

D;

/| DELETE: Remove a user by userId
app.delete("/users/:userld", async (req, res) => {
try {
const user = await User.findOneAndDelete({ userld: req.params.userld });

if (luser) {
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return res.status(404).json({ message: "User not found"});

res.json({ message: "User deleted successfully”});
} catch (error) {

res.status(500).json({ message: error.message });

app.listen(3000, () => console.log("Server running on http://localhost:3000");

= < Home Workspaces ~ APl Network Q seareh Postma B 0@ Uwae v - 8 X
2 My Workspace New  Import Overview posT hitpi/fiocalnost:3000/ @ + v R Noenvionment v | F
t [ = “* @ hupifflocalhost:3000/users B save v
PoST v hupiMocanostsonoisers En
. Params  Authorizaion  Headers Seipts  Tests  Settings Cookies
lows binary O GraphQL JSON v Beautify
.
N -
B
Create Calection
201Created - 8ms - 3488 - @ | o
[a) ), Find and repl 63 Console ® b Pr @ Cookies T

Page 41



# MongoD8 Compass - localhost27017/mydatabase.users - a2 X
onnections  Edit View Collection  Help

9 Weicome 2707 W ouses 4
Compass o
0 MyQueries localhost:27017 > mydatabase > users | >~ open MongoDB shell |
Documen s 0  Aggregations  Schema  Indees 3 Validation
o~ o quer eld: 'value' } or Generate query 4 [ explain | | reser \ o | options »
FXSITSIND (« EXPORTDATA - | (/ UPDATE ) (@ DELETE | (25 v)1-50f5 & ERo =

B
=]
(@]
=)

) TR Ty

Release Notes®

3. Connecting to PostgreSQL with Node.js and Sequelize

3.1 Installing PostgreSQL and Sequelize

Sequelize is an ORM for SQL databases, including PostgreSQL. Install the required packages:

npm install pg pg-hstore sequelize

3.2 Setting Up PostgreSQL Connection
Createadb. jsfile:
const { Sequelize } = require("sequelize");

non non

const sequelize = new Sequelize("mydatabase’, "username’, "password", {
host: "localhost”,

dialect: "postgres"
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D;

const connectDB =async () => {
try {
await sequelize.authenticate();
console.log("PostgreSQL Connected Successfully");
} catch (error) {

console.error("PostgreSQL Connection Error:", error);

module.exports = { sequelize, connectDB };

3.3 Connecting PostgreSQL in an Express App
Modify server.js:
const express = require("express");

const { sequelize, connectDB } = require("./db");

const app = express();
app.use(express.json();

connectDB();

app.get("/", (req, res) =>{
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res.send("PostgreSQL Connected!");

D;

app.listen(3000, () => console.log("Server running on http://localhost:3000");

3.4 Defining a Model in Sequelize
Createmodels/User. js:
const { Sequelize, DataTypes } = require("sequelize");

const { sequelize } = require("../db");

const User = sequelize.define("User", {

name: {
type: DataTypes.STRING,
allowNull: false

I3

email: {
type: DataTypes.STRING,
allowNull: false,

unique: true

D;

module.exports = User;
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3.5 Performing CRUD Operations

Create a User

app.post("/users”, async (req, res) => {
const user = await User.create(req.body);
res.json(user);

1;

Read Users

app.get("/users", async (req, res) => {
const users = await User.findAll();
res.json(users);

D;

4. Conclusion

e MongoDB is a NoSQL database suited for flexible, document-based storage.

e PostgreSQL is an SQL database with strong ACID compliance and relational structure.

e Mongoose provides an easy way to work with MongoDB, while Sequelize simplifies PostgreSQL

operations.

e Connecting databases requires defining models, setting up connections, and performing CRUD

operations.

1. Introduction
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Authentication and authorization are crucial components of web security. They help ensure that users
accessing a system are who they claim to be (authentication) and have the necessary permissions to

perform specific actions (authorization).

2. Authentication

2.1 Definition

Authentication is the process of verifying the identity of a user, application, or system.

2.2 Types of Authentication

1. Single-Factor Authentication (SFA) — Uses one credential (e.g., password).

2. Two-Factor Authentication (2FA) — Requires an additional authentication factor like a code from
a mobile device.

3. Multi-Factor Authentication (MFA) — Uses multiple authentication methods such as biometrics,

OTPs, or security tokens.

2.3 Common Authentication Methods

1. Username & Password — Traditional method using stored credentials.
Token-Based Authentication — Uses a temporary token (e.g., JWT) for authentication.

Biometric Authentication — Uses fingerprints, facial recognition, or retina scans.

oW

OAuth - A protocol that allows secure token-based authentication (used in Google, Facebook
logins).

5. SSO (Single Sign-On) — Users authenticate once and gain access to multiple applications.

2.4 How Authentication Works

1. The user submits login credentials (username & password).
The server verifies credentials against stored data.

If valid, the server issues a session token or JWT.

2w

The user includes this token in subsequent requests to prove identity.

2.5 Implementation of Authentication in Node.js (Example using JWT)

Berypt is a widely used library for securely hashing passwords. It relies on the Blowfish cipher and a

technique called "salting" to hash passwords. Salting involves adding a random value (called the "salt") to
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the original password before hashing it. This ensures that even if two users happen to have the same

password, their hashed values will be different because of the unique salt added to each one.
const express = require('express’);
const jwt = require(jsonwebtoken);

const berypt = require('beryptjs’);

const app = express();

app.use(express.json());

const users = []; // Temporary user storage

/] Register Route

app.post('/register’, async (req, res) => {
const hashedPassword = await berypt.hash(req.body.password, 10);
users.push({ username: req.body.username, password: hashedPassword });
res.status(201).send('User registered');

D;

/] Login Route
app.post(/login’, async (req, res) => {
const user = users.find(u => u.username === req.body.username);
if (luser || !(await berypt.compare(req.body.password, user.password))) {

return res.status(403).send('Invalid credentials’);
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const token =jwt.sign({ username: user.username }, 'secret’, { expiresin: '1h'});

res.json({ token });

D;

app.listen(3000, () => console.log('Server running on port 3000");

3. Authorization

3.1 Definition

Authorization is the process of granting or restricting access to resources based on user roles or

permissions.

3.2 Types of Authorization

1. Role-Based Access Control (RBAC) — Users are assigned roles with predefined permissions.

2. Attribute-Based Access Control (ABAC) — Access is granted based on attributes like department
or location.

3. Discretionary Access Control (DAC) — Users control access to their own data.

4. Mandatory Access Control (MAC) — System enforces strict access policies.

3.3 How Authorization Works

1. The useris authenticated and receives a token.
The token contains role/permission details.

The server checks if the user has access to the requested resource.

Eal I

If authorized, access is granted; otherwise, access is denied.

3.4 Implementation of Authorization in Node.js (Example with Role-Based Access
Control)

const express = require('express’);

const jwt = require(’jsonwebtoken);
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const app = express();

app.use(express.json();

const users = [
{ username: 'admin’, password: 'admini23’, role: 'admin'},

{ username: 'user’, password: 'user123', role: 'user'}

const authenticateToken = (req, res, next) => {
const token = req.header(Authorization);

if ('token) return res.status(401).send(Access Denied');

try {

const verified = jwt.verify(token.split(" ")[1], 'secret’); //The token secret is a random string used to

encrypt and decrypt data.
req.user = verified;
next();
} catch (err) {

res.status(403).send('Invalid Token');
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const authorizeRole = (role) => {
return (req, res, next) =>{
if (req.user.role I==role) {

return res.status(403).send(Access Forbidden');

next();

app.get('/admin’, authenticateToken, authorizeRole('admin), (req, res) => {

res.send('Welcome Admin);

D;

app.listen(3000, () => console.log('Server running on port 3000");

4. Best Practices for Authentication & Authorization

1. Use Strong Password Hashing — Use berypt or Argona2 for password storage.
Implement Multi-Factor Authentication (MFA) — Add an extra layer of security.
Use HTTPS - Encrypt data to prevent man-in-the-middle attacks.

Limit Login Attempts — Prevent brute force attacks.

Use Secure Session Management — Avoid storing sensitive information in cookies.

Regularly Rotate API Keys and Tokens — Reduce risk of token leakage.

© N oA WD

Use Secure Token Storage — Store JWTs securely using HttpOnly and Secure flags.

Implement Least Privilege Principle — Grant users only the permissions they need.
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